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Introduction

Qualified Persons

Read this Instruction
Sheet

Retain this Instruction
Sheet

Special Warranty
Provisions

Use the Latest
LinkStart Software
Revision

A WARNING

The equipment covered by this publication must be installed, operated, and
maintained by qualified persons who are knowledgeable in the installation,
operation, and maintenance of overhead electric power distribution equipment
along with the associated hazards. A qualified person is one who is trained and
competent in:

e The skills and techniques necessary to distinguish exposed live parts from
nonlive parts of electrical equipment

e The skills and techniques necessary to determine the proper approach distances
corresponding to the voltages to which the qualified person will be exposed

e The proper use of the special precautionary techniques, personal protective
equipment, insulating and shielding materials, and insulated tools for working
on or near exposed energized parts of electrical equipment

These instructions are intended only for such qualified persons. They are not

intended to be a substitute for adequate training and experience in safety
procedures for this type of equipment.

Thoroughly and carefully read this instruction sheet before programming, operating, or
maintaining your S&C IntelliRupter PulseCloser Fault Interrupter. Familiarize yourself
with the Safety Information on page 3. The latest version of this instruction sheet is
available online in PDF format at sandc.com/en/support/product-literatureasp.

This instruction sheet is a permanent part of your S&C IntelliRupter PulseCloser
Fault Interrupter. Designate a location where you can easily retrieve and refer to this
publication.

The standard warranty contained in S&C’s standard conditions of sale, as set forth in
Price Sheet 150, applies to the IntelliRupter® fault interrupter and its associated options
except for the control group (the protection and control module and communication
module) and S&C SpeedNet™ Radio, as applicable. For these devices the first paragraph
of said warranty is replaced by the following:

(1) General: The seller warrants to the immediate purchaser or end user for a period
of 10 years from the date of shipment that the equipment delivered will be of the kind and
quality specified in the contract description and will be free of defects of workmanship
and material. Should any failure to conform to this warranty appear under proper and
normal use within 10 years after the date of shipment, the seller agrees, upon prompt
notification thereof and confirmation that the equipment has been stored, installed,
operated, inspected, and maintained in accordance with recommendations of the seller
and standard industry practice, to correct the nonconformity either by repairing any
damaged or defective parts of the equipment or (at the seller’s option) by shipment of
necessary replacement parts.

Replacement control groups and S&C SpeedNet Radios provided by the seller or
repairs performed by the seller under the warranty for the original equipment will be cov-
ered by the above special warranty provision for its duration. Replacement control groups
and S&C SpeedNet Radios purchased separately will be covered by the above special
warranty provision.

This warranty does not apply to major components not of S&C manufacture, such
as batteries and communication devices, as well as hardware, software, resolution
of protocol-related matters, and notification of upgrades or fixes for those devices.
However, S&C will assign to the immediate purchaser or end user all manufacturers’
warranties that apply to such major components.

Install the latest IntelliRupter fault interrupter software on your computer—available at:
sandc.com/en/support/sc-customer-portal/. The installation will provide the latest
version of LinkStart Software. If LinkStart encounters earlier software on a Wi-Fi card,
it will require an automatic software update and then proceed with any Wi-Fi tasks.
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Safety Information

Understanding
Safety-Alert Messages

Following
Safety Instructions

Replacement
Instructions and
Labels

Several types of safety-alert messages may appear throughout this instruction sheet
and on labels attached to the IntelliRupter fault interrupter. Familiarize yourself with
these types of messages and the importance of these various signal words:

A DANGER

“DANGER?” identifies the most serious and immediate hazards that will likely
result in serious personal injury or death if instructions, including recommended
precautions, are not followed.

“WARNING” identifies hazards or unsafe practices that can result in serious per-
sonal injury or death if instructions, including recommended precautions, are not
followed.

A CAUTION

“CAUTION” identifies hazards or unsafe practices that can result in minor per-
sonal injury if instructions, including recommended precautions, are not followed.

“NOTICE” identifies important procedures or requirements that can result in prod-
uct or property damage if instructions are not followed.

If you do not understand any portion of this instruction sheet and need assistance,
contact the nearest S&C Sales Office or S&C Authorized Distributor. Their
telephone numbers are listed on S&C’s website sandc.com, or call S&C Headquarters
at (773) 338-1000; in Canada, call S&C Electric Canada Ltd. at (416) 249-9171.

Read this instruction sheet thoroughly and carefully p‘

before installing or operating your S&C IntelliRupter N ;

fault interrupter.

If in need of additional copies of this instruction sheet, contact the nearest S&C Sales
Office, S&C Authorized Distributor, S&C Headquarters, or S&C Electric Canada Ltd.

It is important that any missing, damaged, or faded labels on the equipment be
replaced immediately. Replacement labels are available by contacting your nearest
S&C Sales Office, S&C Authorized Distributor, S&C Headquarters, or S&C Electric
Canada Ltd.
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Overview

This document is applicable for IntelliRupter Installer versions 3.5.x or later, which can
only operate with WiFiAdminInstaller 2.0.0 and later. For IntelliRupter Installer versions
3.4.9 and earlier, refer to S&C Instruction Sheet 766-521.

Two programs are used to generate security keys. The Security Key Generator
creates the key files, and the Security Key Manager database editor assigns keys to
specific IntelliRupter fault interrupters. The distribution engineer or a security admin-
istrator has responsibility for authentication key security. The most secure procedure
is installing the Security Key Generator program on a security PC, and installing the
Security Key Manager program on a separate database PC. Keys generated on the
security PC are then transferred with a secure means, like a USB thumb drive (dongle),
to the database PC. The Security Key Generator program, by default, saves key files
in the LinkStart folder. The default path is found at: C:\ProgramData\S&C Electric\
LinkStart. Note that the Program Data folder is a hidden folder and will require the
folder options to be set to “Show hidden files” before it can be viewed. The Security
Key Manager and LinkStart programs also store files in a LinkStart folder, located at:
\Documents and Settings\All Users\Application Data\ S&C Electric\LinkStart\ for
Windows® XP and at \Users\Public\Documents\S&C Electric\LinkStart for
Windows 7. This folder requires administrative privilege and uses folder security for
access to existing files and for adding new files. Transferring data is simple—using
administrative and folder privileges on both computers, move the files from the security
PC LinkStart folder to the database PC LinkStart folder.

NOTICE

The key files are generated on the security PC. For each named key there will be
two files, one with a .pub file name extension and one with a .pri extension. Both
files are part of a single key pair used half by the Wi-Fi module and half by the Link-
Start program. It is important to backup and properly manage the key files. When
a key is generated it can never be regenerated. This means the Security Key Gen-
erator program will not duplicate a key set if the same key name is used. Instead
of duplication, two different sets of key files with the same name will be generated.
Take care to avoid this situation, so a user will not be locked out because the
wrong key which has the “right” name is used.

For authentication purposes, the LinkStart program encrypts specifically defined
data with its private key, so it can be decrypted by the Wi-Fi module using the public
key on the mobile computer. The Wi-Fi module, in turn, encrypts different specifically
defined data with its private key, so it can be decrypted by LinkStart using the Wi-Fi
module public key. This requires the Wi-Fi module to be supplied with a private key and
adifferent pair’s public key; and LinkStart to be supplied with the public part of the first
key pair and the private part of the second key pair.

The most secure method for deploying security keys is through the use of an exter-
nal USB device called a dongle. The dongle is a USB thumb-drive using a proprietary
software interface to read and write its contents. It provides a secure storage location
for the necessary keys used to connect to an IntelliRupter fault interrupter. The dongle
can only be loaded with keys by the Security Key Manager, which also sets up the
admin and user password to access the keys stored on the dongle. The dongle contents
are only accessible by the Security Key Manager and the LinkStart program; Windows
Explorer and other applications cannot read or write to the dongle or view its contents.
The purpose of the admin password used in the Security Key Manager is to protect the
contents of the dongle by making it accessible only to the administrator who initially
configred the dongle. Another individual with an installation of the Security Key Man-
ager will not be able to read the contents or write new contents to he dongle without
this password. Should the admin password be lost, the only recourse is to reformat the
dongle and erase it to the initial factory default state.
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Overview

There are three options for security key deployment. The simplest is when keys are
deployed using the common or master keys throughout the system. The second is to
break the system into logical groups of devices called regions. The third is to use regions
with crews to further control device access.

The Security Key Manager program expects to find both the required key files pres-
ent in the LinkStart folder and will use the private and public keys for the key names
specified in the MasterKey.txt file created by the Master Key Entry screen. When the
configuration file is exported by Security Key Manager, it should be transferred to the
portable PC that will be used in the field to transfer the configuration file to specific
IntelliRupter fault interrupters.

If the key names for the two master keys are IntelliRupter master key: “MasterIR”
and mobile master key: “MasterLT,” the Security Key Manager will require the files
MasterIR.pri and MasterLT.pub both be present so it can include them in the
configuration file. However, it will not expect the other files from these two pairs
(MasterIR.pub and MasterLT.pri) to be in the LinkStart folder.

The file needed for configuring IntelliRupter fault interrupters to use security
keys will have the extension “wm” and will include either the individual serial
number of the IntelliRupter fault interrupter or the universal serial number:
install.00-0000000.wm, depending on the choice used when exporting from Security Key
Manager. The files needed for any LinkStart program to connect to an IntelliRupter fault
interrupter AFTER it has been loaded with the configuration file install.00-0000000.
wm would be the files not included in the configuration files: MasterIR.pub and
MasterLT.pri.

The portable PC used to upload the .wm Wi-Fi configuration file should have both
the .wm file and the two separate key files. Any other portable PC that connects to
the IntelliRupter fault interrupters after the configuration file has been uploaded will
only need to have the two separate key files: MasterIR.pub and MasterLT.pri, with
a master key deployment.

When using regions, or regions with crews, the requirements are similar, but the key
pairs will differ depending on the key files assigned when setting up the regions or the
regions with crews. The “Wi-Fi Security Key Administration” section on page 31 provides
more information about the file relationships for each of the deployment options, and
the workflow for deploying and removing keys.

The Security Key Generator provides an option to generate time-controlled and
time-limited keys. Time-controlled keys can be created to only become active after a
specified date, and they can be active indefinitely or for a limited time period after the
activation date. Limited-life keys can be created that will only be valid for a set number
of days after activation. They can be activated on the first use or on a predetermined
start date. Time-controlled keys can be used to control contractor access or to create
automatic re-keying schemes that limit the number of visits to a device. The default
key-length setting of 128 provides the best use of storage capacity, allowing approxi-
mately 50 key pairs to be stored in a device. The 256 setting provides a higher encryp-
tion level but will result in fewer keys stored—approximately 30 key pairs per device.
When using regions with crews, multiple time-controlled crew keys can be deployed,
making it possible to have several years of time-limited keys deployed in a device, so
new keys can be issued to the mobile computers on a periodic basis without having to
visit each device in the field.

See S&C Instruction Sheet 766-523: “Wi-Fi and Security Administration” for
additional information.
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Wi-Fi Authentication Key Generator

Before using the Security Key Manager program to assign keys to various devices,
regions, and crews, the keys must be generated using the Security Key Generator.
Figure 1 shows the default path to the folder where the keys will be written for
Windows 7. The default folder for Windows XP is C:\Documents and Settings\
All Users\Application Data\S&C Electric\LinkStart\ and for Windows 7 it is
\ProgramData\S&C Electric\LinkStart\. A different folder can be manually selected by
clicking on the Select Save Folder button. Both the Security Key Manager and the
LinkStart program look in the default LinkStart folder for the keys and database files, so use
of this folder is recommended.

Veraion 1210

Choase lalder for the keys: Or use this falder:

|_Select Save Falder CAPragramDats|SAC ElcatriciLinkStar,

Ear s Mumad . bl K v s
[Masterii

Select the key length in bytes:
[128 -

Enter optional Time Ta Live in days:

EE:WIM-M mmjddiyyyy

(oe]

Figure 1. The Security Key Generator screen.

The two key-length options are 128 and 256. 128 is the default, which provides the
best use of storage, allowing approximately 50 key pairs stored per device. The 256
setting provides a higher encryption level but will result in storing fewer keys—approxi-
mately 30 key pairs stored per device. To generate the keys needed as master keys, or
region keys, first select the desired key length, second select two names—one key for
the IntelliRupter fault interrupter and one for the PC computer. In the Wi-Fi Security
Key Administration section on page 31, “MasterIR” will be used as the device master
key and “MasterLT” will be used as the mobile master key. One of the region-key
sets will be named “RegionlIR” for the device pair and the other “Region1LT” for the
mobile key pair. Type one name into the Name field for the key pair and click on the
Make Key button. Two keys will be generated with the same name, but each with a
different extension. See Figure 2.

Verslen 3.2.1.1

Choose folder for the keys: Or use this folder:
Select Save Folder I CAProgramDatalSAC ElectriciLinkStam
Enter the Name for the key pair
(Mastert T | Name: Master.T
Select the key leagih in bytes:
[1z8 - Size: 128 bytes, 1024 bits

Enter optional Time To Live In days:

Enter optional Activation Date mmiddfyyyy

Figure 2. Selecting key-length options and the key name.

Repeat this process for the second key name. Now the key files, four of them, have
been saved in the LinkStart folder, where the Security Key Manager program will look
for them. When using two separate computers, move these files from the security PC
to the LinkStart folder on the database PC.

6
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Wi-Fi Authentication Key Generator

Each time a key is generated it is unique. Therefore, a lost key cannot be replaced
by re-entering that key name. A unique key will be generated the second time
that same name is used, and the new key cannot be used to replace the first key.

When using regions with crews, select one name for each crew in addition to the two
names selected for each region. See Figure 3.

Veralon X210

Choose tolder for the keys: Or use this lelder:

Select Save Folder ] CAProgramDatalSEC ElectriciLinkStart,

Enter the Name for the key pair

Crewl HName: Crewl
i

Select the key length in bytes:
128 - Size: 128 bytes, 1024 bits

Enter aptional Time Ta Live in doys:

Figure 3. Selecting a name for each crew.

After the keys are created, they will be in the \ProgramData\S&C Electric\LinkStart
folder. See Figure 4.

. % SBC Electric » LinkStart » Search LinkStort

ile it View Tools Help

Organize v Include in library « Share with + Play all Bum » =+ [ &
& My Pictures “  Name o
# My Videos || image03.02.01.01 bin
L Oracle @ | comport.ini
# Saved Games @ | DBEdit.ini
J Searches B Crewl.pub
| Tracing () MasterdRpub £
)i Workspaces (] MasterLT.pub
1% Computer () RegionlR.pub
&L Defauht (C) (B RegionIM.pub 3
a3 DVD RW Drive (D) 2| @) Region2lRpub
&) Region2M.pub
[ crewt.pr
| MasterdR.pri
| MasterL T.pri
| RegionlIR.pri
| RegionlM.pri

- ¢ M ] »

l 32 items

Figure 4. The key files are stored in the LinkStart folder.

The Security Key Manager can create crew keys that will be activated at first use
and last for a set number of days or that are valid only during a specific date range.
If only the Activation Date setpoint is entered, the key is valid after that date for an
unlimited duration. If only the Time to Live In Days setpoint is entered, the key will
be valid when it is first used by the IntelliRupter fault interrupter for the number days
specified. If both the Activation Date and the Time to Live In Days setpoints are
configured, the key is only valid after that date for the number of days specified. If a
timed key is not needed, leave these fields blank.

The Security Key Manager does not allow a limited-life key to be installed as a master
key. It will allow regions or crews to use a single-time key pair. When a time key is used
with aregion keyset or a crew keyset that does not include a master keyset, the security
keys revert back to the factory default key after the timed key expires.
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Database Editor Program

Security Key Manager

Security Key Manager is a Windows software program intended for use by an
IntelliRupter fault interrupter Wi-Fi system administrative user. The program is designed
to create configuration files intended for upload to the IntelliRupter fault interrupter
Wi-Fimodule. It also generates a database file of IntelliRupter fault interrupters, regions,
and crews that LinkStart can use (LSDB.txt). Keys can optionally be associated with
IntelliRupter fault interrupters, regions, and crews. These keys are also incorporated
into the configuration files. The administrative user can then disburse the configuration
files, database file, and optional keys to the appropriate LinkStart users. The Security
Key Manager contains tabs for Devices, Regions, Crews, and Wi-Fi Module Access
Credentials. It also provides dongle support and includes many useful user interface
features.

Regions provide a way to group IntelliRupter fault interrupters, and crews provide a
way to group personnel. Wi-Fi module access credentials are the name and password
pairs associated with an access level used when accessing the Wi-Fi Administration
screen of LinkStart. Dongle support allows exporting keys to a secure USB dongle.
User-interface enhancements improve the user experience.

The Security Key Generator can create 128-byte or 256-byte keys. The Security
Key Manager packages these keys into a configuration file. LinkStart and the Wi-Fi
module firmware in the communication module use these keys to negotiate an
authenticated session. LinkStart and the Wi-Fi module are able to use either 128-byte
or 256-byte keys for authentication.

The screen in Figure 5 appears, overlaying the main Security Key Manager screen,
the first time the Security Key Manager is run after installation.

Device Security Architecture Options

[~ Provide for Master Key
[~ Provide for Regional Specific Keys
[~ Provide for Crew Specific Keys

[~ Provide for WiFi Module Access Credentials

Change Export Directory

Figure 5. The Device Security Architecture Options screen.

When the Provide for Master Key checkbox is checked and the OK button is clicked,
the Security Key Manager program is configured to work with a pair of master key
names to provide company-specific authentication security during the connection setup
between a PC computer and an IntelliRupter fault interrupter. The selected options can
be changed at any time by clicking on the Options button on the Main screen.

Each checkbox represents its own tab on the Main screen of the Security Key
Manager. Each of these options is explained later in this document.
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Database Editor Program

Figure 6 shows the main Security Key Manager screen displayed before the Provide
for Master Key checkbox has been selected.

Double-Click or Press Enter to Edit

Serial Number Device Name Device Location
1 00-0000000 | Universal | Universal Serial Number

oo | oo | oo
Ce B W e e I ]

Figure 6. The Security Key Manager screen.

Note the addition of the Master Key button on the screen in Figure 7, with text to the
right of the button. Clicking on the Options button reopens the IntelliRupter Security
Architecture Options dialog box and allows entering changes.

H.enhnl| Crews |WIFi Modulg&uﬂﬂ
Serial Number Device Name Device Location

00-0000000 | Universal | Universal Serial Number

Options Decrypt Files m
oo | = &

Figure 7. The Security Key Manager screen with the Options button.
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Database Editor Program

Enter Master Key
Name

Click on the Master Key button on the main Security Key Manager screen. The
Master Key Set dialog box opens. See Figure 8.

Master Key Set

Figure 8. The Master Key Set dialog box.

Select the two key names and click on the OK button. See Figure 9.

Master Key Set

Figure 9. Both names selected on the Master Key Set dialog box.

The names are now listed on the Main screen at the right of the Master Key
button. See Figure 10.

| Universal Serial Number

oeemrief| v |
e [ v s W e Tl e

Figure 10. The Security Key Manager screen showing the Master Key Set names.
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Database Editor Program

Add IntelliRupter Fault
Interrupters
to the Database

The IntelliRupter fault interrupters can now be added to the database. If there is an
existing database file named MBL_DB.csv, Microsoft Excel can be used to convert
that database. See the “Excel File Examples” section on page 58 for the conversion
procedure. The default file created when the program ran the first time has one record,
the universal serial number, which can address any Wi-Fi module not connected to a
control in an IntelliRupter fault interrupter.

To enter new information, first click on the Insert button to create aline for the new
entry. This opens the Device Edit dialog box where the IntelliRupter fault interrupter
information can be entered. If multiple entries exist in the database, the new line will
be inserted below the line selected in the database list. See Figure 11.

Device Edit
_ Serial No ~ Device Name _ Device Locati
00-0000000 Universal | | Universal Senal Number

| i |
|08-0001234 | [IR1234 | ‘I\Nau House
Sl

|

Figure 11. The Device Edit dialog box.

As an alternative to the Insert button on the Main screen, use the <Insert> key on
the keyboard or right click on a line and select Insert Item on the menu. See Figure 12.

File Edit Tools

Version 3.2.1.1

Double-Click or Press Enter to Edit
Regions | Crews | ‘WiFi Module Access |
Serial Number Device Name Device Location
.
[1 [oo-oooooon Universal S =
Insert Ttem Ins

Delete ltemn De
Undelete Backspace

Maove Up Alt+Up

Move Down Alt+Down

Unsort List

Click in each field to enter the information. When finished making entries, click the
Done button to transfer the data to the Main screen on the next line. See Figure 13.

Figure 12. Inserting an item directly on the Security Key Manager screen.

—:-—m-"'“.{_‘-']

Version 3.2.1.1

Double-Click or Press Enter to Edit

Reoiom| Crews IW‘IFi Module &mul
Serial Number Device Name Device Location

00-0000000 Universal Universal Serial Number
2 [u) DB-0001234 IR1234 ‘Ware House

Figure 13. A new item entered on the Main screen

Repeat this process to enter information for each IntelliRupter fault interrupter. Click
onthe Insertbutton and type information in the Device Edit dialog box for each new record
added to the database. The Device Name entry must not contain spaces, but spaces
are allowed in the Device Location field. To edit an existing entry, select it and double
click on the entry line. This opens the Device Edit dialog box.
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Database Editor Program

Data Entry
with Notepad

The same data file can be created by using Notepad, and the entry will be saved as
LSDB.txt in the LinkStart folder. When entering data, be sure to always end each line
by clicking on the <Enter> key on the keyboard. It is also important after the last line of
text to click on the <Enter> key on the keyboard. Failure to do this prevents recognition
of the last line. See Figure 14.

File Edit Format View Help

00-0000000 Universal universal Serial Number
08-0008734 IRPCL005 First Cross after Johns Road mMP27
08-0008736 IRPC1006 Johns Road MP32

It)s-ooo3? 37 IRPC1007 Jims Road at rail grade crossing

Figure 14. Entering data with the Notepad screen.

The text file can also be loaded by the Security Key Manager when it is saved in the
same folder as the key files in the LinkStart folder.

A file can be created or edited in Excel. Save that file using the tab delimited *.txt
extension, and Excel adds tab character field delimiters. See the Excel file instructions
on page 58.

Depending on which options are enabled (i.e.: Regions, Crews, Wi-Fi Module Access
credentials), the Main screen will have a row of tabs along the top to allow the user to
change the view to that feature by clicking on a tab. See Figure 15.

l e Edit Tools

Version 3.2.1.1

Double-Click or Press Enter to Edit L (E)na;l_bled
ptions
Regions | Crews | WiFi Module Access |
Serial Number Device Location
1 00-0000000 Universal | Universal Serial Number
2 [u] DB-0D08734 IRPC1005 First Cross after Johns Road MP27
3 [u] DB-DD08736 IRPC1006 Johns Road MP32
4 [u) DB-0D0B7 37 IRPC1007 Jims Road at rail grade crossing

o | oo | e
N BTN T =

Figure 15. The feature tabs on the Main Security Key Manager screen.
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Database Editor Program

Navigation

Tabbed List-Box Column Sort—The columns will sort when the column header is
clicked in List View screen. Clicking once sorts lowest value to highest, and clicking
again sorts highest to lowest. The first column with the index numbers will reset the
sort to the index order and only sorts from lowest to highest. The IntelliRupter fault
interrupter list always anchors the “Universal Record” as the top item, regardless of
the sort order.

Unassigned Record Indicator—A record that is unassigned will be preceded by “(u)”
in the item’s second column field. A record is considered unassigned when the Regions
option is enabled and the IntelliRupter fault interrupter is not assigned to any region, or
when the Regions and Crews options are enabled and a region is not assigned to any
crew. These records can be easily found by typing the text “(u)” into the Find Record
field. The “Universal Record” is never flagged as unassigned.

Dynamic Button State—Buttons that perform actions on records will display as active
or disabled (grayed out and not clickable). The state is dynamically updated when various
actions are performed. These dynamically updated buttons include:

Delete—Disabled when the “Universal Record” is selected or there are no items
in the List View

Undelete—Disabled if no record has been deleted or a record has been restored
Move Up—Disabled if the topmost item is selected or when List View is sorted

Move Down—Disabled if the “Universal Record” is selected, the bottom-most item
is selected, or when List View is sorted

Keyboard Shortcuts—Certain keystrokes perform operations on the Main List View(s).
These keys include:

Up Arrow—Selects one record up

Down Arrow—Selects one record down

Right Arrow/Tab—Next List View tab

Left Arrow/SHIFT + Tab—Previous List View tab

ALT + Up Arrow—Moves the selected record up one row, if allowed

ALT + Down Arrow—DMoves the selected record down one row, if allowed
Delete or Del—Deletes the selected record, if allowed
Backspace—Undeletes a record if one has been deleted

Space—Brings the selected record into view, if not visible

Enter—Edits the selected record

Tooltip Help—Certain buttons display help text when the mouse hovers over that
button. These include:

Master Key Undelete

Options Move Up

Decrypt Files Move Down

Export Export (on the Export screen)
Insert Extract (on the Export screen)
Delete Delete File (on the Decrypt screen)
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Database Editor Program

Delete/Undelete

Context Menu—A context-sensitive popup menu of operations appears when arecord
is right-clicked. These operations mirror the button functionality found in the same
screen. These operations include:

Edit Item Insert Item
Delete Item Undelete
Move Up Move Down

Unsort List (return the view to a record number sorted state)

These popup menu items may be grayed out if the command is not valid for that
record (the corresponding button is also grayed out). The popup menu is available for
all tab views on the Main screen.

Copy/Paste Record (Edit Dialog)—The copy-and-paste buffer for the Edit
screens only applies to the specific tab selected. For example, if an IntelliRupter fault
interrupter record is copied, it cannot be pasted in a Region Edit screen. The Paste
Record button remains grayed out if there is nothing stored in the copy-and-paste buffer.

Deleting arecord with certain options enabled will cause changes that are not reversible
with the Undelete command.

If the Provide for Regional Specific Keys option is checked and an IntelliRupter
fault interrupter record associated with a region is deleted, that association is also
removed. The record can be restored, but the association cannot be restored. If the user
attempts to delete a record in this situation, the dialog shown in Figure 16 will appear
explaining the consequences.

r hl
Warning! I—"*”"J

. Serial Number is in use in a Region.
! % Undelete will not be able to restore it to that Region.
Do you wish to proceed?

V]

Figure 16. The Serial Number Used In A Region warning dialog box.

Clicking on the Yes button causes the record to be deleted and the association
removed. If the Region and Crew options are enabled, then the same situation exists
for aregion record and the association that exists between it and one or more crews. A
similar dialog will appear in this case. See Figure 17.

r '
Warning! l_J""‘""

Region is in use by Crew(s).
! % Undelete will not be able to restore it to those Crew(s).
Do you wish to proceed?

|

Figure 17. The Region Is Used By Crews warning dialog box.
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Database Editor Program

Using a Dongle

For extra security, a USB thumb drive, referred to as a “dongle,” can be purchased to

provide a secure container for the keys. This section describes dongle use.

The ability to inspect a dongle and clear its contents is provided on the View
Dongle screen, which is accessed by the View Dongle button on the Main screen. This
button is only shown if a dongle is installed when the Security Key Manager application
is launched. See Figure 18.

Double-Click or Press Enter to Edit
H.enhnl|
Serial Number Device Name Device Location
1 | 00-0000000 | Unbversal | Universal Serial Number
2 [u] DB-0D08734 IRPC1005 First Cross after Johns Road MP27
3 D8-00087 36 IRPC1006 Johns Road MP32
4 08-0008737 IRPC1007 Jims Road at rail grade crossing

G e bon
M EEn K=

Figure 18. The Main Security Key Manager screen.

Clicking on the View Dongle button opens the View Dongle screen. Clicking on the
Read Dongle button opens the Enter Admin Password dialog box. Enter the password

and click on the OK button to view the dongle contents. See Figure 19.

Read Dongle Format Dangle “

ore oo
e W W e o e

Figure 19. The Password dialog box to view dongle contents.
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Database Editor Program

Formatting a Dongle

Figure 20 shows an example of the View Dongle dialog box.

View Dongle

Serial Number: 5
intUserl!
dkCrewl
dkRegion1
2
48851

Read Dongle Format Dongle “

Figure 20. The View Dongle dialog box.

Figure 21 shows the View Dongle dialog box when the dongle is blank.

View Dongle

Dongle [SN:5] contains no data

Read Dongle Format Dongle “

Figure 21. The View Dongle dialog box when the dongle is blank.

Dongles do not have a default password. When a new dongle is first used it must be
formatted. To format the dongle, open the View Dongle dialog box and click on the
Format Dongle button. Click on the OK button on the Note dialog box. See Figure 22.
When formatting is complete, the message “Dongle Format Success” displays in the
View Dongle dialog box. The dongle is now ready to use.

Are you sure you want to Format this dongle?

Figure 22. The View Dongle Note dialog box.
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Database Editor Program

Keying a Dongle

To place a set of keys in a dongle, select the keys and click on the Export to Dongle
button. The Setup Password for Dongle dialog box opens if this is a newly formatted
dongle. Otherwise, the Enter Admin Password dialog box opens. Enter the appropriate
passwords and click on the OK button. See Figure 23.

When creating an Admin or User password it must meet the following requirements:
e Minimum of eight characters in length, maximum of 11 characters
e (Contains at least one uppercase letter (A-Z)
e Contains at least one lowercase letter (a-z)
e (Contains at least one number (0-9)
e Contains at least one symbol ! @#$% " &*()-=_+)
e No spaces between characters

e e
e ] o

Figure 23. The Setup Passwords for Dongle dialog box.

After the dongle has been keyed, the Notice dialog box opens. Click on the OK but-
ton to proceed. See Figure 24.

Figure 24. The Notice dialog box.
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Creating Regions and
Crews

When the Provide for Region Specific Keys option is selected, the Regions tab will
be available on the Main screen next to the Device tab. Click on the Regions tab and
click on the Insert button on the Security Key Managers Main screen to open the
Region Edit dialog box. See Figure 25.

Region Edit
Devices in this Region
SN Eqpt ID

08-0008736 IRPC1006 08-0008734 IRPC1005
08-000B737 IRPCIO007

Region Name Device Key

[Region1 [RegiontiR

Copy Record Paste Record

Figure 25. The Region Edit dialog box.

Each IntelliRupter fault interrupter can be assigned to only one region, and when
assigned it is no longer available for another region. After assigning a unique name
to a region (spaces and special characters are not allowed, though the dash “-” and
underline “_” characters are acceptable), choose two key pairs to allow connectivity

and assign IntelliRupter fault interrupters to the region. The key pairs allow access to
all IntelliRupter fault interrupters assigned to that region.

An IntelliRupter fault interrupter is added to a region by selecting an item in the
Unassigned Devices list and either double-clicking on that item or clicking on the <
button. After assignment to a region it is removed from the Unassigned Devices list.
IntelliRupter fault interrupters can be removed from a region by selecting an item in the
Devices in this Region list and either double-clicking on that item or clicking on the <
button. When removed, it will be returned to the Unassigned Devices list.

If the Provide for Crew Specific Keys option is selected the Crews tab will be
available on the Main screen next to the Regions tab. Click on the Crews tab and click
the Insert button on the Security Key Managers Main screen to open the Crew Edit
dialog box. See Figure 26.

g Crew Name - Crew Key ’ Reglons Available Regions

Copy Record Paste Record

Figure 26. The Crew Edit dialog box.

18 S&C Instruction Sheet 766-522



Wi-Fi Configuration File

WAN Radio
Configuration and
Wi-Fi Access

A Wi-Fi configuration file generated by the Security Key Manager program contains the
Wi-Fi settings and the authentication security key files. This file loads into the Wi-Fi
module to configure security. A master key set uses only a single configuration file that
is generated and loaded into every IntelliRupter fault interrupter. For a master key set,
the configuration file should be generated from the universal serial number, and only the
universal serial number settings need to be configured. Alternatively, each IntelliRupter
Wi-Fi module can be loaded with a unique configuration file, based on that specific
IntelliRupter serial number. If this approach is used, each device in the database will
have a unique configuration setting file. When using regions, or regions with crews, a
unique configuration file for each IntelliRupter fault interrupter is required and will
automatically be generated through the export process.

The WAN radio serial port is used to connect to the WAN radio configuration
port to allow setup and troubleshooting of the WAN radio through the Wi-Fi connec-
tion. To configure the WAN radio serial port settings and the Wi-Fi administrative
passwords, select the IntelliRupter fault interrupter (or the universal serial number)
on the Security Key Manager Main screen by double-clicking on it to open the Device
Edit dialog box. See Figure 27.

Device Edit
_Device Location

Figure 27. The Device Edit dialog box.

Now, click on the Settings button to open the Wi-Fi Module Settings (Universal
Record) dialog box. See Figure 28.

WiFi Module Settings (Universal Record)

WAN Radio Port Settings

Bits{Sec Data Bits Parity Stop Bits  Flow Control
T -|  [8bit <] fnone <] [ibit <] [oone -]

Figure 28. The Wi-Fi Module Settings (Universal Record) dialog box.

The Bits/Sec (baud rate), Data Bits, Parity, Stop Bits, and Flow Control settings
for the selected device can be configured. Click on the down arrow icon to display a
list to select the value to change.

The user and admin passwords can also be changed here by clicking in the appropri-
ate field and entering a password.
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Wi-Fi Configuration File

When finished, click on the Save button and on the Exit button. The settings are
recorded in an .ini file and will now remain associated with this device. The universal
serial number will have the .ini file 00-0000000.ini.

When the Provide for Wi-Fi Module Access Credentials option is selected, the
Wi-Fi module password settings will not be shown in the Wi-Fi Module Settings dialog
box. See Figure 29.

WiFi Module Settings (Using Universal Record)

WAN Radio Port Settings

Bits/Sec DataBits  Parity  StopBits  Flow Control

TR -] [0 =] foone <] [1on ] [oone <]

Figure 29. TheWi-Fi Module Settings (Using Universal Record) dialog box.

Those settings will be entered in the Wi-Fi Module Access Credentials Edit
dialog box. To open this dialog box, click on the Wi-Fi Module Access tab, and then
click on the Insert button. See Figure 30.

F

Double-Click or Press Enter to Edit

Devices H.egiou] Crews W
User Name [ Password I Access |—

1 Admin UseCapsNumbersSymbols!l Admin

WiFi Module Access Credentials Edit
H User Name Password.

it
= O
E=E KN EEE N

Figure 30. The Wi-Fi Module Access Credentials Edit dialog box.

_é{UssCalpsNumhamSmhnlull |i..u

Access
min j
o]

With this option, multiple passwords with an access level of either admin or user
can be configured. Users only have the authority to configure the WAN Radio Serial
Port setting.

User names can be 1-33 characters long, contain no spaces, and must be unique.
When creating an admin or user password, it must meet the following requirements:

e Minimum of eight characters in length, maximum of 24 characters
e (Contains at least one uppercase letter (A-Z)

e Contains at least one lowercase letter (a-z)

e (Contains at least one number (0-9)

e Contains at least one symbol ! @#$% " &*()-=_+)

e No spaces between characters
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Wi-Fi Configuration File

Exporting
Configuration Files

The contents of the Export dialog box and the results of the export process depend
on what options are enabled. The dialog box shown in Figure 31 opens when only the
Provide for Master Key option is selected. To export master keys, click on the Export
button on the Security Key Manager Main screen to open the Export Configuration and
Database Files dialog box. To generate a universal configuration file from the universal
serial number, select the universal serial number 00-0000000 Universal and click on the
Exportbutton. This generates the master key configuration file in the LinkStart folder:
install.00-0000000.wm.

Export Configuration and Database Files

00-0000000 Universal Universal Serial Number
08-0008734 IRPC1005 First Cross after Johns Road MP27
08-0008736 IRPC1006 Johns Road MP32

08-0008737 IRPC1007 Jims Road at rail grade crossing

Export Configuration and Database Files

00-0000000 Universal Universal Serial Number
08-0008734 IRPC1005 First Cross after Johns Road MP27
08-0008736 IRPC1006 Johns Road MP32

08-0008737 IRPC1007 Jims Road at rail grade crossing

Open Export Dir

Figure 31. The Export Configuration and Database Files dialog box.

To generate a unique configuration file for each IntelliRupter fault interrupter, select
the serial numbers of the desired devices and click on the Export button. The follow-
ing master key configuration files will be generated and placed in the LinkStart folder
based on these selections:

install.08-0008734.wn
install.08-0008736.wn
install.08-0008737.wn
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Wi-Fi Configuration File

If the Provide for Region Specific Keys option is selected, the Export
Configuration and Database Files dialog box displays the available regions for export.
To generate configuration files for each region, select the region or regions to export and
click on the Export button. If using the control key while selecting, a non-consecutive
selection can be made. See Figure 32.

Export Configuration and Database Files

Regont . |
Re?iona

Figure 32. Selecting non-consecutive entries.

If the Provide for Crew Specific Keys option is selected, the Export
Configuration and Database Files dialog box displays the available crews for export.
To generate configuration files for each crew, select the crew or crews to export and
click on the Export button.

Unlike master keys that export directly to the LinkStart folder, region keys and
crew keys export to a subfolder under LinkStart that has the region or crew name. See
Figure 33.

| Oy W P

Organize « = Open Play Include in library « Share with «

W My Music iy Name

_=| My Pictures J Crewt

8 My Videos | X Regionl

.. Oracle } Region2

i Saved Games B Temp

& Searches N .

§ Tracing ,_J lrnageGB.l‘JZ‘.OLULhm
@ | comportani

# | DBEdit.ini

El,j Crewl.pub

@ MasterlR.pub
I

1. Workspaces
1% Computer
£, Default (C))
<L) DVD RW Drive (D:)

Regionl Date modified: 9/4/2012 1:21 PM
l P File folder

Figure 33. The LinkStart folder.
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Decrypting a
Configuration File

To view the contents of a configuration file that has the .wm file extension, click on the
Decrypt Files button on the Security Key Manager Main screen to open the Config
File Decryption dialog box. Click to select the name of the file to be viewed, and click
on the Decrypt File button. See Figure 34.

The Extract Files button allows extracting a copy of the key files from the .wm
Wi-Fi configuration file.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-00087 34.wm install.08-0008734.wm >
Size: 1504 Flags 00000001

imestamp 09/04/2012 18:21:48 UTC

CRC calculated 4CF2C268 Matches

File 08-0008734.ini Size: 31

Ini: <admin user noradio 9600 8 N 1 N>

File Region1IR.pri Size: 993
File ShortTime.pub Size: 417

Extract Files

Figure 34. The Config File Decryption dialog box.
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Connecting to an IntelliRupter Fault Interrupter

Start the LinkStart program and select the IntelliRupter fault interrupter to be connected
to. Scroll through the database by clicking on the Prev and Next buttons, or click on the
Clear button, and enter text in the Device Name field to perform a dynamic search of
the database. When the record is available in the drop-down list, click on it to select it.

Then, click the Connect button. See Figure 35.

~
mWiFi Connection Management ‘ - g 28

File Edit Tools

Version 3.2.2.1

Connect to a Device

Device Name: |Uni\rersa| | Prev | MNext |

Device Location: | Universal Serial Number |

Serial Number. | 00-0000000 |

Clear

|-
Figure 35. The Wi-Fi Connection Management dialog box.

After the connection is established, select the Tools option, click on Wi-Fi Admin-
istration, and log in with your administrator password. See Figure 36.

w= » Wik Connection Managemen

File Edit | Tools

IntelliLink
Download Utility

WiFi Administration Ctrl+A
Detailed Logging

Device Name: |

Device Location: |

Serial Number: | 08-9001020

IntedliLink Download Utility

Figure 36. The Tools option and the Wi-Fi Administration selection.
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Loading Wi-Fi Keys with Wi-Fi Admin

When logged in, click on the Transfer Wi-Fi Settings button. See Figures 37 and 38.

WAN Port Settings |

WiFi Passwords ]

Transfer WiFi Settings ] <— Update Available

Reload WiFi Firmware |

Device Status |

|
|
|
|
| Transfer Security Logs |
l
l

Communications Counters |

| Reboot WiFi Module |

Figure 37. The Wi-Fi Configuration Setup Dialog Box.

Transfer Encrypted WiFi Settings File

Send File to WiFi Module: Select and Send |
Get File from WiFi Module: Get |

[Apply | T Override Base Memory at next power-on

Settings File in WiFi Module: 01/01/1601 00:00 UTC 0x00000002
Settings File available: install.00-0000000.wm
ID: 09/09/2012 12:56 UTC 0x00000001

Figure 38. The Wi-Fi Configuration Setup dialog box after clicking on the Transfer Wi-Fi
Settings button.

Notice that install.00-0000000.wm is displayed as the available file in this example.
If the file displayed is correct, click on the Select and Send button to transfer the new
configuration. If the desired file is not displayed in the bottom left corner of this dialog
box, and more than one file is available, hold-down the <Ctrl> key on the keyboard and
click on the Select and Send button to open a file dialog box. Select the desired file
and click on the Open button. The selected file will be sent to the Wi-Fi module.

The Get button is used to pull a copy of the existing settings file prior to upload-
ing the new settings file. If selected, a file with the name install. XX-XXXXXXX.wd,
where XX-XXXXXXX = the serial number of the connected device, will be created in the
directory containing the new settings file.

When working with a docking station, check the Override Base Memory at next
power-on check box and click on the Apply button. This causes the security information
to be written to the base memory module (BMM). If this box is not checked, the data
in the BMM will overwrite the new configuration in the Wi-Fi module. The same is also
true when transferring a communication module from an IntelliRupter fault interrupter
with an updated BMM to one that does not have an updated BMM.

Click on the Select and Send button to upload this file to the IntelliRupter Wi-Fi
module and base memory module.

Click on the Done button, and click on the Log Out button.

S&C Instruction Sheet 766-522 25



Wi-Fi Admin Functions

U ploading Wi-Fi To upgrade the Wi-Fi module firmware, select the Reload Wi-Fi Firmware button on the
Firmware Wi-Fi Admin screen. Then click on the Upload Wi-Fi Firmware button to complete
the process. See Figure 39.

Reload WiFi Fi to WiFi Modul

| Upload WiFi Firmware |

Existing Version 03.02.01.01
Module Serial Number 00:40:90D:37:08:38

Figure 39. The Upload Wi-Fi Firmware button on the Wi-Fi Administration dialog box.

To download the Wi-Fi security log, select Wi-Fi Security Log on the Wi-Fi Admin
screen. Then, click on the Download Security Log button to complete the process.
See Figure 40.

Transfer Security Log

Get File from WiFi Module: | Download Security Log |

——
Figure 40. The Download Security Log button on the Wi-Fi Administration dialog box.

Security Event Logs The Wi-Fi module will post events to the security event log. The file resides on the
Wi-Fi module. The LinkStart software will download these logs to a file named
SecurityLog.<Serial Number>.<Date Time Stamp>.txt for a user logged in with
administrative access. The log maintains the last 400 security events, purging the oldest
entry to make space for a new entry.

Commands will be added to the Wi-Fi module and Wi-Fi subsystem (WFM) to allow the
MCU to request these logs. The Wi-Fi module automatically sends the security log to the
MCU after a completed connection attempt, and the log will be sent 15 minutes after the
connection was disconnected. This mechanism keeps the MCU copy of the security log
up to date. The file on the MCU is stored in the CompactFlash file system (the file is:
HISTLOG/SECURITY.LOG).

The security event descriptions are listed in Table 1 on page 27.
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Wi-Fi Admin Functions

Table 1. Security Event Log Entries

Security Event

Additional Data

Description

Init Security Log

No security log was present. A new log was
started.

WM App Start Up

Firmware version

WM is starting up from a reboot or power
cycle.

MCU Time Sync

WM has gotten the current time from the MCU
for the first time since startup.

MCU WLAN Command

Wi-Fi Enabled /
Wi-Fi Disabled

MCU has sent a command to enable or disable
Wi-Fi connectivity.

Connection Wake Up

WM has received a wake up SSID.

Connection Start

WM has established a physical Wi-Fi
connection.

Connection End

Local/Remote

Connection has been terminated either
remotely (by LinkStart) or locally (by WM).

Authenticate Start

Begin authenticating client (RSA packet
received).

Authenticate Success

Hardware Keys /
Selected Keys

Client authentication successful.

Selected Key 1/2

Key Name

Name of selected keys used for connection
establishment.

Key Check

No valid keys found

During connection establishment the keys
were found to be unusable (expired). The WM
will switch to hardware keys.

Authenticate Fail Reason Client not able to authenticate (e.g. wrong key,
wrong version, etc.).

User Mac Address Mac Address Mac address of client.

User Computer Name Name Computer name of client.

User Dongle SN

Serial Number

Serial number of dongle attached to client
computer (optional).

User Name

Name

Windows login name of client.

User Hard Drive

Single Character

Hard drive the client is running LinkStart on.

User Hard Drive SN

Serial Number

Serial number of the drive client is running
LinkStart on.

Alarm Alarm Type An alarm was generated (e.g. Replay Attack,
Login Failed, Rescue Mode, Diagnostic Mode,
Cleared).

Login Success Name Client logged in successfully.

Login Fail Name Client failed login attempt.

Configuration File Upload Success/Fail Configuration file was uploaded.

Configuration File Download Configuration file was downloaded.

Firmware File Upload Success/Fail Firmware file was uploaded.

File Upload Failed Sock Error Firmware or configuration upload attempt

timed out.

Reboot Requested

LinkStart has request the WM to reboot.

Rebooting

WEFM is performing a soft reset.
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Wi-Fi Device Status

Figure 41. The Device Status dialog box.

To see device status, click on Wi-Fi Status button on the Wi-Fi Admin screen. Then,
click on the Done button to close the Device Status dialog box. See Figure 41.

Device Status
Date and Time: 9/10/2012 15:48:26 UTC
Keep Alive Packets Sent: 749

Keep Alive Packets Received: 3,629
Module Session Retry Events: 0
LinkStart Session Retry Events: 0

Alarm State
Replay Attack: Inactive
Login Failure: Inactive

The Device Status dialog box automatically refreshes every 10 seconds and displays:
MCU date and time

Count of the transmitted and sent keep-alive packets

Module session retry events

LinkStart session retry events

Note: Aretry event occurs when a DNP packet needs to be resent. It is incremented
once for each packet that needs resending, not for each retransmitted packet. For
example, packet 2 needs to be resent and took 5 retransmits to send it successfully,
but the retry event is incremented only once for this packet. The module session
represents Wi-Fi module retry events (WM sends to LinkStart), and the LinkStart
session represents LinkStart retry events (LinkStart sends to WM). The retry event
values are cleared at the start of each LinkStart connection attempt.

Alarm state for a replay attack and a login failure (listing all alarms that are active
or inactive)

Note: Replay attack prevention information is preserved on the IntelliRupter fault
interrupter. The MCU stores and retrieves this information. This allows a Wi-Fi module
to be changed, and the state of replay attacks will still be reserved. These data are
requested by the Wi-Fi module from the MCU on startup and used to monitor for a
replay attack. Each time a wakeup of the Wi-Fi module occurs, the replay attack file
is sent to the MCU. The MCU stores this file on the compact flash file system as file:
SETTINGS/REPLAY.DAT.
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Communication
Counters

Wi-Fi Module Reboot

To review Wi-Fi communication statistics, click on the Communication Counters
button on the Wi-Fi Admin screen. Then, click the Done button to close the
Communications Counters dialog box. See Figure 42.

Ci C s
Configuration Changes: 1
Module Up Time: 0 days 01:04:24
WLAN Packets Sent: 3,858
WLAN Packets Received: 12,730
WAN Packets Sent: 0
WAN Packets Received: 0
Device Packets Sent: 1,338
Device Packets Received: 133

Figure 42. The Communications Counters dialog box.

The Communications Counters dialog box automatically refreshes every 10 seconds
and displays:
e Count of configuration changes made directly through LinkStart software

e Count of the received and transmitted packets between LinkStart software and the
Wi-Fi module (WLAN)

e Count of the received and transmitted packets between the Wi-Fi module and the
device

e Count of the received and transmitted packets between the Wi-Fi module and the
external radio (WAN)

To reboot the Wi-Fi module, select the Reboot Wi-Fi Module option on the Wi-F%
Admin screen. Click on the Yes button to reboot or the No button to abort. See Figure 43.

WARNING!! i ]

L’lg Are you sure you want to reboot the Wifi Module?

A

Figure 43. The Reboot Wi-Fi Module dialog box.
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WAN Port Setti ngs To change the WAN port settings, select the WAN Port Settings option onthe Wi-Fi Admin
screen. Use thelistboxes to enter the desired changes and click the Done button to return to
thepreviousscreen. The WAN portisaserial portthatconnectstothe WANradio configuration
port in the IntelliRupter communication module to allow a serial connection from a
configuration application on the PC to the WAN radio. See Figure 44.

WAN Radio Serial Port Settings

Bits per Second  Data Bits Parity
I!SI]I] j ]ﬂ j |nnne j
Stop Bits Flow Control

!1 ;I |nnne :]

Figure 44. The WAN Radio Serial Port Settings dialog box.
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Wi-Fi Security Key Administration

Software Installation

This section describes the steps to create and deploy Wi-Fi security keys. Before
starting, obtain two IntelliRupter fault interrupters or two IntelliRupter control
modules with docking stations and communication modules. This also requires a
USB flash drive and two computers, one for the security PC and one for the user PC.
Administrative permissions are required for both computers. A single computer with
multiple profiles can also be used. The user PC needs a Wi-Fi adaptor to communicate
with the IntelliRupter fault interrupter control modules. Optionally, a security dongle
is required to deploy the security keys on the user PC.

Install the Security Key Generator and the Security Key Manager software on the
security PC. These programs can also be installed on separate PCs, which provides the
most secure key management. The Wi-Fi security programs are available in the S&C
Automation Customer Support Portal. However, the security programs are only available
to users registered as a security administrator. To register as a security administrator,
contact your local S&C representative.

Next, install LinkStart software on the user PC. LinkStart software is included in the
IntelliRupter software installer stored in the IntelliRupter Software workspace located
on the S&C Automation Customer Support Portal. Installer version 3.5.0 or higher is
required. The IntelliRupter Screensets, LinkStart, and Wi-Fi Module Firmware
options must be checked. See Figure 45.

IntelliRupter® Software Installer
Choose the items to install.

Each item has its own installer.

Version(s) to be V&:m(s}w’v
—instaled ~ installed

[¥] InteliRupter Screenset and Applications 351 347,233,329,
1.3.18,3.1.17. 1.76,

[7] InteliLINK and Update Lkiy 50451 504.51

[Z] SpeedMet Radio Configuration Program 1125 1125

[F] Curve Library 22 22

[¥] LinkStart (WiFi Connectivity) 3211 3161

[¥] WiFi Module Firmware 3211 3161

[Z] WaveWin FBOO FBOO

I any of the above tems is already installed. then checking its box
and clicking Install will allow you to reinstall or uninstal the tem.

Select InteliLINK for Other Products for S4C Automation
Products other than InteliRupter

[T IntelLINK for Other Products 423 429

Some of the above installers install sample files to folders under the Shared Documents folder.
the user has only read access to files in those folders and needs wite access, check the box
below.

[7] Copy Sample Files to Selected Folder (after Install)

[ Install i[ Done |

Figure 45. The IntelliRupter Software Installer dialog box.
If necessary, upgrade the Wi-Fi module firmware to version 3.2.0.0 or higher before
proceeding.

On the USB flash drive, create four new folders named: stageone, stagetwo,
stagethree, and stagefour.
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Key Creation

Use the Security Key Generator program to create the following keys:

MasterIR [to be used as the device master key]
MasterLT [to be used as the mobile master key]
Regionl [to be used as the device key for regionl]
RegionlM [to be used as the mobile key for regionl]
Crewl [to be used as the crew key for the crewl]

Create each key by entering the names into the Enter the Name for key pair: field.
The key length can be either 128 or 256. Do not configure any of the other options for
these keys. See Figure 46.

Chasse folder or the keys:

Select Save Folder I

Enter the Mame for the bey pair:
[ShartTime |

Select the key leagth in intes:
[ —!
Enter optiens! Time To Live in days:
P ]

O use this folder:

CAPrageamDatsfSAC ElectrieilinkStanm

Maame: ShortTime

Size: 128 byten. 1024 bits.

Enter

Rz

| Mske Key I Exit

 Key fies: SharTh ST

Figure 46. The Security Key Generator dialog box.

Create a key with the name Crew?2. Enter 1 in the Enter optional Time To Live in
days: field before clicking on the Make Key button. Then, make a key with the name
Crew3. Enter 1 in the Enter optional Time To Live in days: field and tomorrow’s
date in the Enter optional Activation Date mm/dd/yyyy field before clicking on the
Make Key button.

When only the Activation Date field is entered, the key will be valid for an unlim-
ited amount of time after the activation date. If only the Time to Live in days: field
is entered, the key is valid when it is first used by the IntelliRupter fault interrupter
for the number days specified. If both the Activation Date and the Time to Live in
days: setpoints are configured, the key will only be valid after that date for the number
of days specified.

The keys are saved in the LinkStart folder. For Windows XP the folder is C:\Documents

and Settings\All Users\Application Data\S&C Electric\LinkStart\, and for Windows 7 it is
\ProgramData\S&C Electric\LinkStart\. See Figure 47.

Organize =

A Open

Play

&L, Default (C)
&2 DVD RW Drive (Dx)
- USB (E)

Include in library =

P

Share with +  » =~ 0 @

Name

(B Crewl.pub

B) Crew2.pub

@-_.] Crew3.pub

(E) MasterdR.pub
(B MasterL T.pub
(E) RegionlIR.pub
L?_n] RegienlM.pub
B RegionZIR.pub
&) RegionZM.pub
@ Crewl.pri

Figure 47. The LinkStart folder.
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Security Key Manager

The first time the Security Key Manager is run after installation, the Device Security
Architecture Options dialog opens. For this exercise, do not check any of the options,
just click on the OK button to open the Main screen. See Figure 48.

Device Security Architecture Options

I~ Provide for Master Key
[” Provide for Regianal Specific Keys

Change Export Directory

C:AProgramData\S&C ElectriciLinkStarty

Figure 48. The Device Security Architecture Options dialog box.

If the program has already been run and options were selected, click on the Options
button on the Main screen, uncheck all the checked options, and click on the OK button.
See Figure 49. When the Security Key Manager is installed, the default record universal
serial number is automatically created. The universal serial number can be used to con-
nect to a Wi-Fi module that is not connected to an IntelliRupter fault interrupter or a
docking station, or to an IntelliRupter fault interrupter or docking station that has the
base memory module (BMM) removed. See Figure 49.

Double-Click or Press Enter to Edit

H.eoinnl| Crews |W'IFi Module&uﬂﬂ
1 | 00-0000000 | Universal | Universal Serial Number

Dol R e o I

Figure 49. The Security Key Manager dialog box.
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Right click on the universal serial number record and a drop-down menu opens. The
black items can be selected and the grey items are not available. See Figure 50.

| Universal Seri g

Figure 50. This menu opens when the universal serial number line is selected.

Click on the Insert Item option, enter the serial number for the first device, enter
the device name (spaces are not allowed in the name), and the device location (spaces
are allowed). Click on the OK button to complete the entry. See Figure 51.

Device Edit
Serial No Device Location

00-0000000 . Universal Serial Number
08-9001038 Test Center Unit1
|07-1234006 || Test Center Unit 2

Figure 51. The Device Edit dialog box.

Repeat the process for the second device. This time, click on the Settings button
and change the Bits/Sec setpoint to 115200 before clicking on the OK button. See

Figure 52 on page 35.
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Exporting
Configuration Files

WiFi Module Settings (Using Universal Record)

WAN Radio Port Settings
BitsjSec Data Bits Parity Stop Bits  Flow Control

{9600 = [8bit | =] [rbit =] [none =

{none

1115200

Use Universal Record n

Figure 52. The WAN Radio Port Settings dialog box.

Click on the Export button on the Main screen to open the Export Configuration and
Database Files dialog box. Select all entries and click on the Export button. Exporting
without any options selected creates empty configuration files. Loading an empty
configuration file into a Wi-Fi module removes any preexisting keys and causes the
module to revert back to factory default keys. See Figure 53.

Export Configuration and Database Files

00-0000000 Universal Universal Serial Number
08-3001038 IDS1 Test Center Unit 1
07-1234006 IDS2 Test Center Unit 2

Figure 53. The Export Configuration and Database Files dialog box.

The keys are automatically stored in the export directory. Save these files in the
stageone folder on the USB thumb drive for later use. The export function automatically
overwrites pre-existing files that have the same serial number or name. See Figure 54.

| R ——

IR | = sectcic s ks s~ [&y | Seoertosior |

Organize ~ 4 Open Play Include in library »  » =~ 0 @

._é.gealc;ms - Mame -
i Tracing B install. 00-0000000.wm
It Workspaces ] install07-1234006.wm

% Computer [ B install. 08-9001038.wm
&, Defautt ()
3 DVD RW Drive (03) 9
- USB(E) L I P

Figure 54. The LinkStart folder.
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Click on the Options button on the Main screen, check the Provide for Master
Keys option, and click on the OK button. The Master Key button is now shown in the
bottom section of the Main screen with text at right. See Figure 55.

Verzion 3.2,1.2

Double-Click or Press Enter to Edit

Serial Number
1 | 00-0000000 Universal | Universal Serial Number

2 08-3001038 Test Center Unit 1
3 07-1234006 Test Center Unit 2

onrs | o]
=N I O e N e

Figure 55. The Security Key Manager Main screen.

Click on the Master Key button, select the MasterIR option as the Device Master
Key setting and the MasterLT option as the Mobile Master Key setting. Click on the
OK button. See Figure 56.

Master Key Set

Figure 56. The Master Key Set dialog box.
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The key names now appear on the Main screen next to the Master Key button.
See Figure 57.

Serial Number

00-0000000 | Universal | Universal Serial Number
08-3001038 D51 Test Center Unit 1
07-1234006 Test Center Unit 2

Decrypt Files

L o o o]

Figure 57. Key names shown displayed next to the Master Key button.

Click on the Options button, check the Provide for Regional Specific Keys check
box, and click on the OK button.

Then, click on the Regions tab followed by the Insert button on the Main screen.
See Figure 58.

Double-Click or Press Enter to Edit

Devices

I Region Name

omiefl e |
= e e |

Figure 58. The Security Key Manager Main screen.
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IntelliRupter fault interrupters can be added to a region by selecting a device in
the Unassigned Devices list and, by clicking on the <> button. Select one IntelliRupter
fault interrupter for Region 1. Then, enter “Regionl” in the Region Name field, select
the RegionlIR option for the Device Key field, select the Region1M option for the
Mobile Key field, and click on the OK button. This completes the creation of Regionl.
Repeat the process to create Region2. See Figure 59.

Region Edit
Devices in this Region
SN Eqpt ID Unassigned Devices

Region Name Device Key
1T 08-3001038 1DS1 07-1234006 1DS2

[RegiantiR

Region1M

Figure 59. The Region Edit dialog box.

After entering the regions, click on the Export button on the Main screen, select
both regions, and click on the Export button on the Export Configuration and Database
Files dialog box. A folder is created in the ProgramData>S&C Electric>LinkStart folder
for each selected region. Each folder contains the key pairs needed for a mobile device
to connect to that region’s IntelliRupter fault interrupters, a new LSDB.txt database
file, and a Wi-Fi configuration file for each IntelliRupter fault interrupter in the region.
The configuration files each contain an IntelliRupter fault interrupter serial number in
the file name. See Figure 60.

Export Configuration and Database Files

e

Organize » = Open Play Include in library + Share with Burn New folder B
). DRAWINGS-Visio *  Name Date modified

| k& Regiont 9/11/20129:55 AM
I Deskdop L1 L Region2 9/11/2012

| « ProgramData » S&CElectric » LinkStart » Regionl = Search Region] Fe)

Organize » Include in library = Share with + Play all Burn New folder =]

|
L. Oracle “  Name % Date modified
[ Saved Games
' Searches
). Tracing
12 Workspaces
% Computer
&, Default (C2)
4 DVD RW Drive (D)

= install 08-0001038.wm 9/11/20129:55 AM
|| LSDB.&xt 9/10/2012 6:12 PM
(] RegionlIR.pub 9/3/201211:11 AM
7| RegionlM.pri 9/3/2012 1111 AM

Figure 60. The LinkStart>Region1 folder contents.

Save each of the region folders to the stagetwo folder on the USB thumb drive.
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When the Regionl configuration file: install.08-9001038.wm is decrypted, notice
that the Regionl folder only contains the Regionl key files RegionlIR.pub and
Region1M.pri, and the configuration file also contains the master key pair. To create
an administrative PC, copy the MasterIR.pub and MasterLT.pri key files and the
LSDB.txt database file to the LinkStart folder of the target PC. See Figure 61.

Config File Decryption

Select File To Decrypt Decrypted File Contents
install.08-9001038.wm install.08-9001038.wm
Size: 3808 Flags 00000001
Timestamp 09/11/2012 16:41:03 UTC
CRC calculated 13E34A73 Matches
File 08-3001038.ini  Size: 3
Ini: <admin user noradio 9600 8 N 1 N>
File MasterlR.pri Size: 992
File MasterLT.pub Size: 416
|File Region1IR.pri Size: 993
File Crewl.pub Size: 413
File Crew2.pub Size: 413

| »

oo | oa |

Figure 61. The Config File Decryption dialog box.

Click on the Options button on the Main screen and check the Provide for Crew
Specific Keys check box. Leave Provide for Master Key and Provide for Regional Spe-
cific Keys check boxes checked as well, and click on the OK button. Click the Crews
tab on the Security Key Manager Main screen, and click on the Insert button on the
Main screen to open the Crew Edit dialog box. See Figure 62. Create four crews, and
name them Crewl, Crew2, Crew3, and AdminCrew. Match them with their identically
named keys that were created earlier. For the AdminCrew ,select “<MasterKey>" for the
Crew Key field. Assign Regionl to Crewl, Region2 to Crew2, and Regionl and Region2
to Crew3. Remember that Crew2 will only work for one day after it is first activated,
and Crew3 will only work tomorrow. The MasterCrew does not get regions assigned to
it because it automatically gains access to all IntelliRupter fault interrupters through
the master keys. See Figure 62.

Version 3.2.1.2

RAegions Available Aegions

[Regiont Reglonz

Crew Edit
Crew Name Crew Key Regions Available Regions
e S e B . —
Crew3 Crewd Heglon?

contecn

Figure 62 The Crew Edit dialog box.
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When crew assignment is completed, click on the Export button on the Main screen,
select all crews, and click on the Export button on the Export Configuration and
Database Files dialog box to create the crew files. Configuration files incorporating
the master keys, the regions, the crews, and the corresponding crew keys will be saved
in the LinkStart folder. These files will be saved with the corresponding keys for each
crew in a folder with the same name as the crew. Save these folders in the stagethree
folder in the thumb drive. See Figure 63.

Export Configuration and Database Files

Crewl
Crew?2
Crew3
MasterCrew

| |}

|« Progmbuta » S&C Eectic » Lkt » -4y [ seochtinsston " p

Organize « [EIOpen >, Bumn New folder =« 0 e

-.“My.\l-rl.deos
(2 NetHood
1. Oracle

[#. PrintHood

Date modified
9/11/201211:41 AF—
9/11/2012 11:41 Ab
9/11/2012 11:41 A

(&l Recent | 9/11/2012 11:41 Ab

Organize » Include in library = Share with « Burn New folder
[ SendTo *  Name Date modified
[#). Start Menu
[#: Templates
1. Tracing

3] Crewl.pri 9/3/201212:31 PM

B install.08-9001038.wm 9/11/2012 11:41 AM

|| LSDB.bt 9/10/2012 6:12 PM

(#] RegionlIR.pub 9/3/201211:11 AM
R

— Q |« S&CElectric » LinkStart » MasterCrew - Search MasterCrew L

. Workspaces

Organize » Include in library = Share with + Bumn New folder = - i e

. SendTo “  Name Date modified
[# Start Menu

e B install.07-1234006.wm 9/11/2012 11:41 AM
[#. Templates

) install.08-9001038.wm 9/11/2012 11:41 AM
| LspBAt 9/10/2012 6:12 PM
(2] MasterR.pub 9/3/2012 10:48 AM
|4 MasterL T.pri 9/3/2012 12:50 PM

li Tracing
. Workspaces
1% Computer
£, Default (C:)
&3 DVD RW Drive (D:)

Figure 63. The expanded LinkStart folder.

The mastercrew folder contains all of the configuration files, while the crew folders
only contain the IntelliRupter fault interrupters from the region the crew is assigned
to. Also notice the difference in keys contained in the Crewl folder compared to the
MasterCrew folder.

40 S&C Instruction Sheet 766-522



Wi-Fi Security Key Administration

Click on the Options button on the Main screen and check the Wi-Fi Module
Access Credentials check box. Leave the Provide for Master Key, Provide for Regional
Specific Keys, and Provide for Crew Specific Keys check boxes checked.

When a Wi-Fi module access credential is created, the credential password requires
a minimum strength. An acceptable password meets the following requirements:

e Minimum of eight characters in length, Maximum of 24 characters
e (Contains at least one uppercase letter (A-Z)

e Contains at least one lowercase letter (a-z)

e (Contains at least one number (0-9)

e Contains at least one symbol ! @#$% " &*()-=_+)

e No spaces between characters

User and admin names can be 1-33 characters long, containing no spaces, and must
be unique.

The access level for an entry has two options: Admin or User.

A Wi-Fi module access credential is a name and password pair used for logging in
to the Wi-Fi Administrative screen of the LinkStart software. Create the user name,
password, and access combinations shown below.

With the Wi-Fi Module Access tab selected in the Main screen, click on the Insert
button to open the Wi-Fi Module Access Credentials Edit dialog box and create three
users. Name the first “Admin,” and give it the password “irtAdmin1” and the access level
“Admin.” Name the second and third “Userl” and “User2.” Set the passwords as “irtUserl”
and “irtUser2.” Set the access level “User” for each. See Figure 64.

Yersion 3.2.1.2

Double-Click or Press Enter to Edit

Devices| Regions | revs
User Name

1 Admin irtAdmin1!

Z Userl itUserl! User

3 User2 iMUser2! User

WiFi Module Access Credentials Edit

User Name Password

;Ad.rnln ]I.minl !

|
| et | e | v [ i | weome [ e |

Figure 64. The Wi-Fi Module Access Credentials Edit dialog box.
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Click onthe Devicestab and selectadevice. This opensthe Device Edit dialog box. Click
on the Settings button to open the Wi-Fi Module Settings (Custom Settings) dialog box.
Note that the Wi-Fi Module Passwords option is no longer available on the Wi-Fi Module
Settings (Custom Settings) dialog box. See Figure 65.

00-0000000
(8-9001038

WiFi Module Settings [Custom Settings)

ps-aomoza Bits{Sec DataBits  Parity  StopBits  Flow Control

[115200 > [svit =] Jnone <] [1bit ~| |none =

Figure 65. The Wi-Fi Module Settings (Custom Settings) dialog box.

Decrypt the Crewl configuration file named install.08-9001038.wm. It should be in
the stagethree folder. If it isn’t there, make sure to save a copy there before proceeding.
Look at the line beginning with “Ini:” and note that the first line below it contains file
“MasterIR.pri Size:992.” See Figure 66.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-9001038.wm install.08-9001038.wm
Size: 2880 Flags 00000001
Timestamp 09/11/2012 18:38:14 UTC

CRC calculated 66F3DA23

File 08-9001038.ini Size: 33

Ini: <admin user noradio 115200 8 N 1 N>
File password.pw Size: 58

File MasterLT.pub Size: 416

File Region1IR.pri Size: 993

File Crewl.pub Size: 413

File Crew2.pub Size: 413

Figure 66. The Config File Decryption dialog box.
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USB Dongle

Click on the Export button on the Main screen, select all the available crews, and
click on the Export button on the Export Configuration and Database Files dialog
box. The configuration file install.08-9001038.wm in the Crewl folder has now been
overwritten. Decrypt the configuration file again and notice that the first file below
the line beginning with “Ini:” now contains “File password.pw Size 58.” The password
pw contains credentials created in the Wi-Fi Module Access tab. Folders Crewl,
Crew?2, Crew3, and MasterCrew have been overwritten or recreated with the new
password.pw file added to each. Save these folders to the stagefour folder on the USB
thumb drive. See Figure 67.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-9001038.wm

Ini: <admin user noradio 115200 8 N 1 N>
File password.pw Size: 58
~ |File MasterLT.pub Size: 416
File Region1IR.pri Size: 993
File Crewl.pub Size: 413
File Crew2.pub Size: 413

Figure 67. The Config File Decryption dialog box.

When using a USB dongle, close the Security Key Manager program and plug the dongle
into a USB port. Restart the Security Key Manager program and notice that the Main
screen now has a View Dongle button. Click on the View Dongle button to open the
dialog box. Click on the Read Dongle button. If the dongle is empty and ready for use,
the message shown in Figure 68 opens. If prompted for a password instead, the dongle
already contains data. Reformatting the dongle erases its contents and passwords, making
it available for new data. See Figure 68.

Version 3.2.1.2

View Dongle

Dongle [SN:5] contains no data

e e e e

Figure 68. The View Dongle dialog box.
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Close any open dialog boxes and click on the Export button on the Main screen. The
Export Configuration and Database Files dialog box now has an Export to Dongle
button. Click on the Export to Dongle button and a prompt opens to create an admin
password and user password. The dongle has the same password requirements as the Wi-Fi
Module Access credentials. For this example, use “irtAdmin1!” for the admin password
and “irtUserl!” for the user password. Enter the passwords and click on the OK button
to complete the export. See Figure 69.

Setup Passwords for Dongle

Adrin Password: [iaAdmin! Cancel |
|| User Password: fisent oK

Figure 69. The Setup Passwords for Dongle dialog box.

Exit the Export Configuration and Database Files dialog box, and click on the View
Dongle button on the Main screen. Enter the admin password “irtAdminl!,” when
prompted, and the contents of the dongle will be displayed. See Figure 70.

View Dongle

Serial Number: 5
User Password:  irtUser1!

Private Keys: Crewl
Public Keys: RegionlIR
Number of Keys: 2

Bytes Free: 48853

Figure 70. The View Dongle dialog box.
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When a dongle is connected to the user PC and LinkStart software is first started, the
Enter Password to Access Dongle dialog box opens. See Figure 71. Without the correct
user password, LinkStart software cannot connect to an IntelliRupter fault interrupter
that has been encrypted with the keys in the dongle.

WiFi Connection Manag_ement

Enter User Password:

| ) Version 3.2.2.

Connect to a Device

Device Name: |

Device Location: |

Serial Number: [ 08-9001020

Figure 71. The Enter Password to Access Dongle dialog box.

Now that the configuration files, corresponding keys, and the dongle are set up,
IntelliRupter fault interrupters can be connected through the LinkStart program.

To use the keys, Wi-Fi firmware version 03.02.01.01 or higher must be installed in the
Wi-Fimodule. If this hasn’t been done, connect to the IntelliRupter fault interrupter and
update the Wi-Fi module firmware. Review the “Uploading Wi-Fi Firmware” section on
page 26, before proceeding.

An administrative login is required to transfer keys from the USB thumb drive to the
user PC. After transferring the files, log in as a user before connecting to the IntelliRupter
fault interrupter. Be sure when sending a configuration file to the IntelliRupter fault
interrupter that it has a matching serial number. For example, when connecting to ISD1
with serial number 08-9001038, the configuration file should be install.08-9001038.wm.

Re-keying an IntelliRupter fault interrupter implies that the keys are already installed
and anew WM configuration will be uploaded that contains different keys. The present
keys, the new keys, and the new configuration file all need to be in the default LinkStart
folder before connecting to the LinkStart program. First, connect to the LinkStart pro-
gram with the present keys. Then, select Tools, click on the Wi-Fi Administration
option, and log in with an admin access-level username and password. Then, click on
the Transfer Wi-Fi Settings button and send the new configuration file. Subsequently
delete the old keys from the LinkStart folder, disconnect from the IntelliRupter fault
interrupter, and reconnect using the new keys. This verifies the configuration file was
successfully installed and the new keys work.

Be careful when deleting keys. Always make sure they are backed up somewhere
before proceeding. If the keys in a module are lost, the Wi-Fi module cannot be
accessed, and it must be returned it to the factory to be reset to the factory default
settings.
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Paste the files in the Region1 folder in the stagetwo folder on the USB thumb drive
into the LinkStart folder on the user PC. The default directory for LinkStart files is
\ProgramData\S&C Electric\LinkStart. This directory is a hidden directory. It is neces-
sary to use the Folder Options>View>Show hidden files and folders command to
see the content. Press the <Alt> key to expose the tool bar and select the Tools>Folder
options... option. See Figure 72.

_ You can apply the view (such as Details or lcons) that
| you are using for this folder to all folders of this type.

[ fepytoFoiders | | ResetFoldes |
)i Files and Folders (]
| < USB(E) » WiFi-Keys b stagetwo » Regionl lrgﬂmwwm.merlhmh\ais
- | Mways show menus
ERMESER (4] Display fie icon on thumbnals =
Organize » g Map network drive... E‘ Display file size information in folder tips
{3l Recent | Disconnect network drive.. e [7] Display the full path in the title bar [Classic theme only) |-
I Saved Gar Open Sync Center... ). Hidden files and folders
(] diRegion () DonY show hidden files, folders, or drives
R Seaches Folder options... (@) akRegion ® Show hidden files. folders, and drives
E]' Sty B install08- [C] Hide empty dives in the Computer folder
U o M ] LDt [ Hide extensions for known file types
(&) Templates [ Hide i ing es (R WlE |
L Tracing e system B
i Workspaces Defaks
/& Computer ~ W& Restore
l 4 items
—_— —————————

Figure 72. The Folder Options dialog box.

There are two key files named Regionl. The file Regionl.pub represents half of the
device key pair, and the file Regionl1M.pri represents the other half of the mobile key
pair. See Figure 73.

L= USB(E) » WiFi-Keys » stagetwo » Regionl = | 45 W Search Regionl 2
Organize = Sharewith Bum  Newfolder =~ A O
(AL Recent * Mame . Date modified
R Sl Giries () Regionl pub 8/21/2012 4:58 PM
¥ Searches F
ST 4] RegienlM.pri 8/21/2012 4:58 PM
B S“" ': B install08-9001038 wm 8/21/2012 531 PM
a ;
E St Blec | ) uspBt 8/21/2012 4:36 PM
[ Templates
I Tracing
i Workspaces
1 Computer - e J '
, 4 items

Figure 73. The Wi-Fi Key Generator screen.

When the files have been transferred, log in as a user and launch the Link-
Start program. If the first IntelliRupter fault interrupter has no keys installed
in it, click on the Connect button on the LinkStart screen. If it does have
associated keys, make sure those keys are in the LinkStart folder before
starting the LinkStart program.
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Using LinkStart

Connect to the first IntelliRupter fault interrupter by launching the LinkStart program,
select the Tools tab, and click on the Wi-Fi Adminstration option on the LinkStart
Main screen. See Figure 74.

m WiFi Connection Management

File Edit | Tools

IntelliLink
Download Utility

Version 3.2.2.1

WiFi Administration Ctrl+A
Detailed Logging

Device Mame: |

Device Location: |

Serial Number: [08-0001020 |

Disconnect | InteliLink | Download utiity |

LU

Figure 74. The LinkStart Main screen.

If the LinkStart program was started by clicking on the IntelliLink button, cancel
the IntelliLink login request and select the File>Exit option. Then, click on the Leave
Connected button to access the LinkStart Main screen. See Figure 75.

@ InteliLINK will now dose.
‘What would you like to do about the WiFi connection?

(Diabie Wi Access | | Disconect | | Leave Connected | | Cancel |

Figure 75. The IntelliLink will now close dialog box.

Select the Tools tab and click on the Wi-Fi Administration entry to open
the Wi-Fi Administration screen. If the device has not been keyed, use the fac-
tory default password. Then, click on the Transfer Wi-Fi Settings button. See
Figure 76. In the bottom left corner of the screen it should display “Settings File
available.” Click on the Send button. If it does not say “Settings File available,” holding
down the <Ctrl> key on the keyboard and the Send button simultaneously will change
to Select and Send.

Transfer Encrypted WiFi Settings File
Send File to WiFi Module: Send

Transfer WiFi Settings | <= Update

Reload WiFi Firmware Get File from WiFi Module: Get |

Transfer Security Logs [Apply | T  Ovemide Base Memory at next power-on
m‘ Settings File in WiFi Module: 09/05/2012 12:56 UTC 0x00000001
Communications Caumml No Settings File svailable.

T oo

Figure 76. The Transfer Encrypted Wi-Fi Settings File dialog box.
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Click on the Select and Send button and browse to the required configuration file.
For the example shown in Figure 77, the file is install.08-901038.wm. Select the file
and click the Open button to begin the transfer. The control key only changes the Send
button to Select and Send if there are multiple firmware files in the active LinkStart
directory. See Figure 77.

Transfer Encrypted WiFi Settings File
Send File to WiFi Module: Select and Send
Get File from WiFi Module:
Cappy ] ™
Settings File in WiFi Modul -_.~ -
No Settings File available.||| Organize »  New felder £~ 0 0

[# Start Menu = Mame Date modified Ty
[# Templates
4 Tracing
. Work
1 Computer
&, Default (C)
i DVD RW Drive (D)
- USE (E)
I Omicren Training
1. Replay
L. WiFi-Keys
5# drawingfiles (\\chicagosandc.ws) (H) | i | t

B install 08-9001038 wm 8/21/2012 5:31 PM

[

File name: » | Configfiles =

(o ] [ conce ]

Figure 77. The Transfer Encrypted Wi-Fi Settings File dialog box.

Now, exit the LinkStart program and delete any other files except the ones copied
from the Region1 folder. Reconnect to the first IntelliRupter fault interrupter. Click on the
IntelliLink button and log in to verify proper operation. Save a snapshot by clicking on
the File menu and then on the Save Snapshot entry. Then, click on the Tools>Compact
Flash Access... entry and download an event log. These helpful files are for diagnostic
purposes or for restoring the settings in a control.

Disconnect and exit the LinkStart program.

Use a second PC and try to connect to the first IntelliRupter fault interrupter with
Region2 keys from the stagetwo folder. The LinkStart program should not connect.
If a second PC is not available, hide the Region 1 keys in a temp folder and install the
Region 2 keys.

Got to \Users\Public\Documents\S&C Electric\LinkStart for Windows 7 or \Docu-
ments and Settings\All Users\Documents\S&C Electric\LinkStart for Windows XP, and
open the Wi-Fi log file with the most recent date. Note the statement “Authentication
Failed: No Matching Keys,” followed by “Sending DISCONNECT Message.” See Figure 78.

WM Hardware: WIEM

read WM Key File Nanes

ey count: 3; Length . -

received ey File Name euffer- Length: 43

Find matching RSA Keyset

W Key Fl}! MasterkeyIR.pri Connect to a Device
a:

o ol E e — Meu|
Mat Q_Keys

EI‘I.
420 closing kssi\‘hrnd Thr ea
Stopping UDP AESCOM aridge No. 1 Thread
Sropping vCom Router Threa
peinitializing version 3 messagmg
unable to stop Inbound Monitor Thread
closing keepalive Socke
04, rRemoving Connection Profile
1:50:04.493 A28 pisconnected

Figure 78. The Wi-Fi Connection Manager dialog box.
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Wi-Fi Security Key Administration

Installing a
Configuration File

Use a PC with the correct keys, and re-connect to the first IntelliRupter fault interrupter.

Install the configuration file for Crewl in the stagethree folder into the first
IntelliRupter fault interrupter. Then, install the configuration file for Crew2 into the
second IntelliRupter fault interrupter using the same method described above. Notice
the difference in the key pairs. Compare these to the key pair in the AdminCrew folder.
See Figure 79.

GI = Pesrmbns » soc tme s s s coz <17

Organize v Include in library + Share with v Burn New folder = 0 @
[#. Start Menu = MName Date modified
j T lat:
= |7 Crew2.pri 9/10/2012 2:20 PM
). Tracing _
B install08-9001038.wm 9/11/2012 1:56 PM
i Workspaces i
. C | LSDB.bat 9/11/201212:19 PM
= ut
1% Computer ] RegionlIR.pub 9/3/2012 11:11 AM
£, Default (C:)
(P Ear—=)
IR« Progombss » SHCEectic » Lkt » Moeren - |
Organg - Include in library = Share with Play all Burn New folder == v O 0
& Start Menu - MName ‘ Date
g T lat:
- EITIIFI i B install 07-1234006.wm 9/11/2012 11:41 AM
. Tracing 2 i .
B install.08-9001038.wm 9/11/2012 11:41 AM
i Workspaces :
. C 3 g LSDB.txt 9/11/201212:19 PM
/% Computer
o ) MasterR pub 9/3/2012 10:48 AM
&, Default (C:) : R
3 - 4] MasterLT.pri 9/3/201212:50 PM
,I(‘ DVD RW Drive (D:)
- USE (E:) hallii it ] +
) 5 items

Figure 79. The Crew2 and MasterCrew folders.

After sending the configuration file to the second IntelliRupter fault interrupter,
exit the LinkStart program, and try to reconnect with the Crewl, Crew2, Crew3, and
AdminCrew keys from the stagethree folder. The second IntelliRupter fault interrupter
should only connect with the Crew2 and AdminCrew keys.

The default directory for LinkStart files is C:\ProgramData\S&C Electric\Link-
Start. This directory is a hidden directory. It will be necessary to use the Folder
Options>View>Show hidden files and folders option to see the content. See the
example above.

To simulate a time change, advance the time in the IntelliRupter Control to
tomorrow’s date. This is done by selecting the Tools>Set Control Clock... option
when connected with IntelliLink software. See Figure 80.

% File Connection Data [Tools| Window Help

_; Compact Flash Access... -
Inte“y =
PU'SG Set Control Clock... o
[ '[11 sep2012 ERE=

Figure 80. The IntelliLink Main screen.
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Wi-Fi Security Key Administration

Try connecting with each crew key again. For the first IntelliRupter fault interrupter
only Crewl, Crew3 and AdminCrew should connect. Remember the time controlled key
for Crew3 was set to activate 24 hours after its creation. For the second IntelliRupter
fault interrupter, only Crew3 and AdminCrew should connect. Crew2 will not be able
to connect any longer because its Time to Live in Days setpoint has expired.

Remove the Crewl, Crew3, and AdminCrew keys and verify the first IntelliRupter
fault interrupter cannot be connected.

If there is a USB dongle, close the LinkStart program, insert the dongle, and restart
the LinkStart program. When prompted, enter the user password, “irtUserl!,” in the
example being used. Now, verify that IntelliRupter 1 can be connected.

Remove the USB dongle and install the Crewl, Crew3, and AdminCrew keys.

The only difference between the stagethree and stagefour configuration files is
that the stagefour file has Wi-Fi Module Access Settings. Rekey the first IntelliRupter
fault interrupter with the stagefour configuration file that matches its serial number.

Connect with the LinkStart program and click on the Wi-Fi Admin button. Now, check
to see that the credentials created above can be accessed. See Figure 81.

File Edit Tools

Double-Click or Press Enter to Edit

DevicesRegios | Growe

User Name Password Access
1 Admin itAdmin1! [Admin |
2 Userl inUserl! User
3 User2 inUser2! User

WiFi Module Access Credentials Edit

‘User Name _Password ~ Access
I
]Admln ]irernim ! IMmln E‘
. | iUsent | User o
Copy Record Paste Record 0K
Options Decrypt Files Export
Insert Delete Undelete Move Up Move Down Save Exit

Figure 81. The Wi-Fi Module Access Credentials Edit dialog box.

To conclude the exercise, remove the security keys with the empty configuration file
stored in the stageone folder.

Use the same re-keying approach discussed above, transfer the empty configuration
files in the stageone folder of the USB thumb drive to the IntelliRupter fault interrupters.
This will remove the security keys. Delete all the files and folders from the LinkStart
folder on the user PC to return it to its original state. Then, connect to each IntelliRupter
fault interrupter to verify that the keys have been removed.

When there is a USB dongle, install the dongle and restart the Security Key Manager
program. Click on the View Dongle button on the Main screen, click on the Format
Dongle button on the View Dongle dialog box, and click on the OK button to reset the
dongle to the default state.
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Loading Wi-Fi Keys with IntelliLink Remote Setup Software

The Wi-Fi configuration file can be sent to an IntelliRupter fault interrupter by using
IntelliLink® Remote Setup Software. The latest IntelliRupter fault interrupter software
must be installed on both the IntelliRupter fault interrupter and the portable computer.
The configuration file is saved in the IntelliRupter compact flash memory, and the file
is installed from the compact flash memory.

Copy and rename the Master Key Configuration file from install. XX-XXXXXXX.
wm to WIFICTRL.WFM.

Log in to the IntelliRupter fault interrupter with IntelliLink Remote Setup Software.
In the IntelliLink Remote software menu bar select, Tools>Compact Flash Access....
Navigate to the compact flash settings folder.

Navigate the PC file system to the location of the renamed WIFICTRL.WFM con-
figuration file. You may need to allow “view system files” in the Tools>Options menu.
See Figure 82.
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D WRVEFGRM WARCTRL\T 55 e TENASHENIEM b
#i0 NEH [BjvancTr v @ e VN0 ZUZEN hem
23 SETTINGS
a0 BASENEM « Il!
PP Seslany
Patic [0 Demmerts 23 Sl e Ui i Dalsvois Creehiek oI Q-0- X ®H A
WHED M B TS T T | - DutsModied| ]
00 Mt Hep I HautalR Cenliy FleFoide TWEAA0I2EAF
) 123 NSScenaspdande CIaasifaCeosy Flafdidar 100 1.0012Pu
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Q"“*;;n& - [Joeccrwi ] 1EL0101.0230 P
" -;w:mmc«fg [ 0200 001,0304bn 042 ta WA IS M
3 5 NokeyCirlg R nsLC0 00 wn B e 101010251 P
B ED o 1 etz 2 m R0 1LARI2 M
0 Sesbis Satwre [ 15082 127 1 1EI01210108%
W10 Soeae [ stk sy £ WE2N01210208
3 123 Synuies Em.m 163 wb 1010 1.0251 P
;q;;)u;_o.,\- - £ Wi B0 LORIZ P =
FAVSIC Elecba Lk ZatWWFCTALWIN - 2ated. &) | fie [ e | [ _Pohte I
4kt o Yyt EIVANCTRLWY... vekeosng 1006 DDesurvents oo Setngil..  SETTINGS
PANSLC Ebctich i SR TRAL WIN - frihed :|
v

Figure 82. The Compact Flash Explorer screen.

Upload the WIFICTRL.WFM file from the PC File System to the compact flash. You
may need to select the YES button to overwrite the existing file.

Close the Compact Flash Explorer program.
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Loading Wi-Fi Keys with IntelliLink Remote Setup Software

In the IntelliLink software menu, select Setup>Communications>WiFi.

On the Wi-Fi screen, click on the Install button. Then, select the Transfer
Configuration option and click on the OK button to load the new Wi-Fi settings file
from the Compact Flash memory.

Verify the transfer status has completed. See Figure 83.

B SEC IntaliiLink Setup Software [605.6)
File Connection Data Tooks Heip

o | @S

LI a Q W Validate 7 Apply % Reset
IntelliRupter® E‘I’leﬁed to: CDG16 Location: HWY 43 JUST NORTH OF CELESTE RD Settings Reset
Rullsacicany o) - i)
| DNP | Senial Ports Ethemet L
Speration | ON® | Senal Ports | Routing | Ethemet LN
IntelliTeam SG 'WiFi Identification
3 General Firmware Viersion 3161
4 Protection MAC Address 00:40:90:32:4A EF
General Profile 1
General Profile 2 Senial Number 08-0602170
General Profile 3
General Profile 4 WIF] Status
?ﬁ,f,’;" Tag ; Startup Exchange Sequence 08 - Link to WiFi Active
Closing Profile 2 Keepalive Status Keepalive Active
Coid Load Fickup
Advanced Setup Base Memory Access Status  WiFi Signature Record obtained
4 fusiorubion Transfer WiFi Configuration
InfeliTeam SG
Loop Note: The 9 will take place i There is no need o Validate or Apply settings.
Communications : ;
Foint Mapping WiFi Settings File to Compact Flash
Security Save
VatdatetAppty |l e =~
Metering Bytes Transferred (i}
Diagnostics
Transfer Status. Ready
New WiFi Settings File From Compact Flash
Install
Bytes Transfemed 0
Transter Status Ready
Snapshot: C:\Usersirob. thomas\DesktoplIR 3.5, 1.vm | Refrosh Mode: Auto, at 1000ms. | Refresh: 1:10:12 PM Refresh: S_lo_g W

Figure 83. The Setup>Communications>Wi-Fi screen.

To check whether this procedure completed correctly, take the portable PC to the

IntelliRupter fault interrupter in the field and log in via the Wi-Fi connection with the
proper keyset.
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LinkStart Database Searches

The first record of the database is displayed the first time the LinkStart program
is run. See Figure 84.

IFa
m WiFi Connection Management‘

File Edit Tools

Connect to a Device

Device Name: | Universal | Prev |

Device Location: | Universal Serial Number

Serial Number: [ 00-0000000 |

Figure 84. The Wi-Fi Connection Management dialog box.

Click on the Clear button to prepare the LinkStart program to search for a
character or string of characters that appear anywhere in the main database file.
See Figure 85.

~
mWiFi Connection Management ‘ l‘:' =] X J

File Edit Tools

Connect to a Device

-
Device Location: |
|

Serial Number:

Figure 85. The Connect to a Device dialog box.
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Typing even a single character in the Device Name field opens a drop-down list of
matches. See Figure 86.

'File Edit Tools

. Connect to a Device @ . = ||

Device Name: [F [ prev |  Net | I

Device Location: |: 07-0008014 GPOODO1 VWest end of first river road
07-0009033 GP33582 Jefferson road
Serial Number: | 07-0009050 GP11331 Framingham A West
| 07-0003052 PC78361 Fortunata Ln
08-0004159 GP12678 Carner of main and cherry in Duval
07-0009063 PC54321 Folderol Rd
07-0009064 GP65434 Tenth and Forrest
07-0009070 GP23451 FortySeventh
- 07-1204576 RC66767 Creekside Cafe on tenth
| Belkin USB Wireless Ada| 07-0009083 GP56776 Frontal Lobe Road

Figure 86. The drop-down list of matches.

Typing another character narrows the search results. See Figure 87.

'File Edit Tools

. Connect to a Device

Device Name: |Fi| | Prev | Next |

Device Location: | |

Serial Number: | |

Clear |
07-0003050 GP11331 Framingham A West

Belkin USB Wireless

Figure 87. More typed characters narrow the search result.

Clicking on an IntelliRupter fault interrupter entry in the match list causes that device
to be selected. Then, click on the Connect button. See Figure 89 on page 55.
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e W
| File Edit Tools

Version 3.2.2.1

Connect to a Device

Device Name: | Universal

Device Location: | Universal Serial Number |

Serial Number: [ 00-0000000 | Clear |

Figure 88. The Connect to a Device dialog box.

When the IntelliRupter Installer has been loaded on the portable PC, follow the
procedures outlined in the “Connecting to an IntelliRupter Fault Interrupter” section on
page 24 for each IntelliRupter fault interrupter to be configured. See Figure 88.

For the most secure key management, copy only those files needed to a specific
portable PC. After the IntelliRupter fault interrupters have been configured with master
keys, remove the WM file from the PC that uploaded the master keys.

Copies of the original key files should be saved in a secure place. If all copies of a
key are lost, there is no backdoor to re-create the key.
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Removing Wi-Fi Security Keys

When the Wi-Fi module security keys have been configured, there is no way to gain
access to an IntelliRupter Wi-Fi module without using the correct security keys. If the
keys are lost, the communication module must be returned to S&C to have the factory
default restored. When the configured security keys are available, the factory default
keys can be restored at any time with the following procedure.

To remove configured keys and restore the factory default security keys, run the
Security Key Manager program. From the Main screen, click the Options button and
uncheck all items shown in Figure 80. Click the OK button. Click the Yes button on the
confirmation dialog box. See Figure 89.

Device Security Architecture Options

I~ Provide for Master Key

[~ Provide for Regional Specific Keys

Change Export Directory

C:\ProgramData{S&C ElectriciLinkStart}

Figure 89. The Device Security Architecture Options dialog box.

The Master Key button has now been removed from the Main screen. See Figure 90.

Double-Click or Press Enter to Edit

Serial Number Device Name
11 |00-0000000 | Universal | Universal Serial Number
08-0008734 IRPC1005 First Cross after Johns Road MP27

2
3 08-0008736 IRPC1006 Johns Road MP32
4 08-0008737 IRPC1007 Jims Road at rail grade crossing

R e
e o e e o e e

Figure 90. The Security Key Manager screen.
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Removing Wi-Fi Security Keys

Click on the Export button on the Main screen, select the Universal Serial Number,
00-0000000, and click on the Export button on the Export Configuration and Data-
base Files dialog box to generate an empty key file. See Figure 91. Loading the empty
key file overwrites the existing key file, removes the security keys, and re-enables
factory default.

Export Configuration and Database Files

08-0008734 IRPC1005 First Cross after Johns Road MP27
08-0008736 IRPCI1006 Johns Road MP32
08-0008737 IRPC1007 Jims Road at rail grade crossing

Figure 91. The Export Configuration and Database Files dialog box.

Examine the Universal Configuration File that was generated after all the
security key options were unchecked. Notice there are no key files listed at the bottom
of the list on the left. Compare the figures 92 and 93.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.00-0000000.wm install.00-0000000.wm
Size: 64 Flags 00000001
Timestamp 09/09/2012 12:56:56 UTC
CRC calculated 016C1FC2 Matches
File 00-0000000.ini Size: 31
Ini: <admin user noradio 9600 8 N 1 N>

Figure 92. The universal configuration file generated.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-0008734.wm install.08-0008734.wm -
Size: 1504 Flags 00000001

imestamp 09/04/2012 18:21:48 UTC

CRC calculated 4CF2C268 Matches

File 08-0008734.ini Size: 31

Ini: <admin user noradio 9600 8 N 1 N>

File RegionlIR.pri Size: 993
File ShortTime.pub Size: 417

Extract Files m

Figure 93. A serial number-specific configuration file.
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Excel File Examples

Converting
MBL_DB.csv
to LSDB.txt

Enter information directly into an LSDB.txt file or convert the file type, as described
in the next steps.

Locate the MBL_DB.csv file in the folder: \Documents and Settings\All Users\
Application Data\S&C Electric\LinkStart\Keyfiles, and make a backup of the file. Open
this file with Microsoft Excel. The order and quantity of columns may vary depending
on the version of the LinkStart software used to create this file. See Figure 94.

Ev crosoft Excel - MBL_DB.CSY

. ' Vew et Fgmat Doon [uts Wl feb Type s cusstonforheld = |0 80X |
DGR EAT B AR F0 08 KNSRI 0 ol
[tmestimporan =12 o (B 2 U |EE WS % 0 IS S AN
= £l Mode
~ 8 e [ 0 J B e e | ® Jr ]y ] K| W[ W [ o
Secial Devicedame DeviceLocaon  Configured KeyFle] KeyFde? KeyFie3 KeyFish KeyFied | ConfiaFde WANHadkWANFadEdfor  EdtorT
00-0000000 | Unaverzal Uzzversad access | TRUE comportEs
02.9000001 PulseCloser | North Side TRUE
03-9000002 PulseCloser 2 South Side TRUE
02.9000003 PuiseCloser 3 East Side FALSE
03.9000004 PulseCloser 4 West Sede FALSE
FALSE
FALSE
FALSE
FALSE -
o whmEL D, J& |
M

Figure 94. The Microsoft Excel data.

Delete all of the columns except the column containing serial numbers typically
labeled “Serial,” the column containing device names typically labeled “DeviceName,”
and the column containing device locations typically labeled “DeviceLocation.” See
Figure 94.

To delete a column, move the mouse cursor over the letter of the column to be
deleted and click to select the column. “Column A” in figure 96 shows what a selected
column looks like. Then, right-click on the column letter to open the Options menu and
click on the Delete option. Repeat this process until only the Serial, DeviceName, and
DeviceLocation columns remain.See Figure 95.

i3] Fle Edt Vew Insert Format Tools Data Window Help
| -:%Ia&l?ﬁlx%tﬁmﬂﬁvwv%, 2L AL
_gTimesNewRoman »12 | B I U |EE=E= EJ $ % s %0 .00 J'r'ia&
g-\v- : ;6__‘\_—.-{ Mode
B | C [ D | E | F
| cut viceName DeviceLocation Configured KeyFilel
3| Copy versal Universal access  TRUE
all o.cte seCloser 1 North Side TRUE
I:asteﬂa ecial,.,  peCloser 2 South Side TRUE |
ot geCloser 3 East Side - FALSE |
= seCloser 4 West Side FALSE
Delete | FALSE |
Clear Contents FALSE
Format Cells... FALSE
Column Width. .. _ FALSE
Hide 1 ; _ ;
Unhide

Figure 95. Deleting columns n the Excel program.
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Next, select Row 1, the title row, by moving the cursor over the number in the far-left
column of the row and clicking on it. Figure 96 shows a selected row. Right click on that
number to open the Options menu and select the Delete option.

Home | Insert | Page I'.'Syo Formulas | Data | Review View Developer | Add-Ins P’li'r'l'nill'l"g\_i\ A}rnbat & 9 o &
| == % calbri ‘1 - Z=(mE Genent - A Gemset- X~ )? [ﬁ
il Ay EETEH S-% Foetete - | g L1 U
Paste i Styles | |, Sort & Find &
- ¥ O A- | P | W2 * | [EiFormat~ | @< Fifter~ Select~
Clipboard 15 | Font fm|  Alignment w| MNumber " Cells Editing
T AN S % Ea_r#al Number
B~ %8 |
Devicelocation
sal Universal
loser_| North Side
floser_z South Side
loser_3 East Side
:]oser_4 West Side

et Paste Special...

Insert
Delete

e |
Zlleo

Clear Contents

% Format Cells...

Hide
Unhide

Figure 96. Deleting rows in the Excel program.
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On the Excel menu bar, select the File>Save As... option to open the Save As dialog
box. Browse to the location to save the new database file. The default location is D:\
Documents and Settings\All Users\Application Data\S&C Electric\LinkStart. Enter
LSDB.txt as the file name. Use the Save As pull-down menu to select the Text (Tab
delimited) (*.txt) option and click on the Save button. See Figure 97.

E ,Microso; .Excnl - MSL:I;B.CS'-‘
9] E
~ A& 00-0000000
A [ B | e | D E | F | 6 |&
1 [00-0000000  |Universal Universal access
| 2 |08-9000001  PulseCloser 1 North Side
3 |08-9000002  PulseCloser 2 ‘South Side =
| 4 |08-9000003 PulseCloser 3 East Side
| 5 |0B-9000004  PulseCloser 4 West Side
_.g._. Save As @@
(] I Save in: ) LinkStart Al [ o 5 o -
e TaNEL D/ (D v © @Q X [y Toos
e >
My Recent
Documents
Deskiop
=
My Documents
My Computer
@ File name:
o | LsDB.b vl [ swve |
Places Save as type: |1m(nbdﬁqm('.m} Fl [ cme |
- ﬂ
i ~
Uricode Text (* ) ~
t Excel 5.0/95 Workbook (*.xds)
Microsoft Excel 97- Excel 2003 & 5.0/95 Workbook (*.xis)
CSY (Comma delimited) (*.csv) hel

Figure 97. The Save As dialog box.

This dialog box opens. Click on the Yes button to close Excel. See Figure 98.

LSDB.txt may contain features that are not compatible with Text (Tab delimited). Do you want to keep the workbook in this format?

Q) « To keep this format, which leaves out any incompatible features, click Yes.
« To preserve the features, chick No. Then save a copy in the latest Excel format.
 To see what might be lost, click Help.

Laes J (oo ] (ben |

Figure 98. The Microsoft Excel Save As dialog box.
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Figure 99 is an example of a converted database.

[ File Edit Format

View Help
00-0000000 univooo universal access "
pulsecloser_1 North side
pulsecloser_2  south side
pPulsecloser_3 East side
08-9000004 Pulsecloser_4 west side

Figure 99. The converted database list.
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Entering a New A new LSDB.TXT file can easily be created in Excel.

LSDB.txt File Starting from a new Excel Workbook, enter the fields by hand, save it as the file
LSDBe.xls (different name, in this example, to prevent overwriting the “real” LSDB.
TXT file). See Figure 100.

cel - s gee
id) P pde Mew [nzert formot Teols Dets  Window Melp Tyseacuestionforhelp  « o & X
AR e - NE-WE ) v I L A R o - @ Bin | o
M= A : [E T [ e G o [ e [
1080001023 GFPCS4%2A Langéon Farm Road Seuth =
| 2 080001025 GFPC5497C Duck Creek Road West 3t Hurter Rd
3 1030001478 GFPCE502A West End Ralway Ao
e ] —/
5
6
|
1|
| 9 o
10
1
| 12
13
k)
EH|
16,
A7) I
18]
19
n._ e | S — v
“ 4> w\Sheet1 (Sheer2 [ Sheet3/ I<l s (211
Ready M

Figure 100. The new Excel file.

Then, click on the Save As button using the same file name, but chose the “Save as”
type to be a Text Tab Delimited (*.txt) file. See Figure 101.

Save As 2% )
Sevem: | ) UniStart @ B1Q X i T~ Tods -

- || B Keytistaxt
) | |[E) LSDB20030813095630.0

MyRecent | |[3) LSOB20090818155304.txt

|",'J LSOB.txz
- || Lsoeetxt
L | D Masteriey.txt
Desktop | |[2) wiSOB.A
||E xuspe.at
My Documents
My Computer

|
‘s m@ IF‘EW: (X o
y
s ]|

Places | S0 36 HPR: [Text (Tab celmited) (*.1xt)

QG

Figure 101. The new file name.

Excel then warns that it will only save one sheet—the active sheet. Click on the OK
button. See Figure 102.

‘Microsoft Exc — %]
The selected fie type does not support workbooks that contain multiple sheets.

A o save only the actve sheet, cick OK.
«To save al sheets, save them indvidualy using a dfferent file name for each, or choose a file type that supports mulbple sheets.

T (eoe ]

Figure 102. The Excel warning dialog box.
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Excel then warns of possible loss of features. Click on the Yes button. See Figure 103.

&)

Microsoft Excel
LSDEe. txt may contain features that are not compatible with Text (Tab delimited). Do you want to keep the wackbook in this farmat?
-
\J) +Tokeep this format, which leaves out any incompatbie features, dick Yes.

«To preserve the features, dick No. Then save a copy in the latest Excel format.
« To see what might be lost, dick Heb.

by J L | [ |

Figure 103. The Excel file save warning dialog box.

Excel then changes the file name of the Workbook to LSDBe.txt. See Figure 104.

|5] Microsoft Excel - LSDBe.txt S[@%]
id) e fde Mew [nsert Farmat Tools Deta Mindow lelp Tyscaguestenferhelp o @ X
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od - ~

A B | [ |0 S e i [ < T [ [l iy
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| 2 (080001025 GFPC3497C Duck Creek Read West 3t Hurter Rd
3 1080001478 GFPC55024 West End Ralway Awe
. —
6]
A
31
91 =
(10}
L)
12
(131
il
15
161
A7)
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Figure 104. The new Excel file.

Excel then asks about saving changes. Click on the No button. See Figure 105.

‘Microsoft Excel &8

!5 Do you want to save the changes you made to 'LSDBe.txt'?

Les J ([ ] [Lconcel ]

Figure 105. The Excel save changes dialog box.
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Checking File with a

Binary Viewer

To demonstrate what has been created, open the file with a binary viewer. See Figures

Source Cede (Text) Editor With Encoding

XML Editor

XML Editor with Encoding
HTML Editor

HTML Editor with Enceding
Notepad (Microsoft® Windows® O

perating System)

LAk

Binary Editor
Resource Editor

106 and 107.
Open Fila 2=}
Leokin: |2y Linkstan v @-@|a X =@~ ooz~
Nome & Sze| Type Date Medfii
@ $00-0020000.ini 1 KB Configuration Settings  8/18/2009 3
Desitep || hDsediting 1KB Cenfiguration Settings  8/18/2009 2
() install 00-0000000.wm 2 KB Windows Medis Audi.. 8/18/2009 3
= [3] Keylist.tat L KB Text Cocument 8/18/2009 2
;J () LsoB20090818055630. 2 S KB Text Document 8/27/2009 1|
dy Projects || [ LSDB20090818154304.tt 1K8 Text Cocument 8/28/2008 3
[t Lsoe.x 1 KB Text Cocument 8/18/2009 3
F [ [soeata] LKE Tex: Dacument 8/19/2009 5
) [ELTN 14 KB Microsoft Excel Wor... 8/19/2009 6
My Computer || (of pagecdR.pri 1 KB PRI File 8/18/20092
] MazterIR.pub L KB Micreseft Office Publ... 8/18/2009 2
[] Mazzerkey.txt 1 KB Text Cocument 8/18/2009 2
= MasterlTopri 1KE PRI file 8/18/20092
E]MasterLT.oub L K8 Microsoft Office Publ.. £/18/2009 2[v!
£3) i | B
Fie nome: | vl Obtnml
Fiaz of tyoet | all files (%) [v] [ conca |
Figure 106. The Open File dialog box.
A —— -~ e
Open With - LSDBe. txt &
Choose the program you want to use to open this file:
Source Code (Text) Editor (Default) [ Add. ]

Remove

I Set as Default |

OK

] [ Cancel

Figure 107. The Open With dialog box.
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Figure 108 is the hexadecimal display of the file contents, which include the
corresponding character glyphs on the right.

W Solution1 - Microsoft Visual Studio - [SEx)
File Edit View Debug Tools Window Community Help

PR AR R e ] HeT
Gabell G O L0 S2 (2 02 o Liex i Ll 22 QL2 /ot O A L

00000000 08-0001023.GFECS
00000010 492A.Longdon Far
00000020 n Road South. .08
00000030 —-0001025 .GFFCS49
00000040 7C.Duck Creek Ro

00000050 ad Vest at Hunte
00000060 r Rd..08-0001478
00000070 .GFPCSS02A . West

00000080 End Railway Ave.
Q0000090 s

| Ready Off 0x00000000 Len 0x00000000 NS

Figure 108. Thehexadecimal display of file contents.

Here are the invisible (non-printing ASCII) characters in the file: the 09 in the 11th
character position of the first row; the 09 in the fifth character position of the second
row; the OD and OA in the 13th and 14th character positions of the third row. ASCII
09 is the “tab” character. ASCII 0D and OA are the “carriage return” and the “line
feed” characters. These carryovers from the old Teletype electromechanical print-
ers are used as delimiters between fields (tabs) and end-of-line or record separators
(carriage return and line feed, often referred to as a “new line” pair.

This format, achieved either through using Excel as described above or through using
the Security Key Manager program, is compatible with the LinkStart program and the
Security Key Manager program.

The same format with a space character instead of the tab character is also compat-
ible with the LinkStart program. The Security Key Manager program can read such a
file, but when saving it would write it with the tab characters.

There is no particular limitation to the number of records that LinkStart can work
with.

Opening an existing text file is also simple. Figure 109 shows a file with spaces used
instead of tab characters.

“Text Import Wizard - Step 1 of 3 2]

The Text Viizard has determined that your data is Fixed Width.
If this is corract, choose Next, or chooss the data type that best descrbes your data.

Original data type
Choose the fie type that best desobes your data:
O Delmited - Characters such as commas or tabs separate each field.

() Fixed width - Fields are aligned in columns with spaces between each figd.

Start mport at row: (1 *3 Fle origh: 437 : OBM United States El

Preview of fle C:\Documents and Settings\All Users\Applcation Data'\S&C ... \LSDBb. bet.

|1 08=0002023 GFPCE5492R Langdon Farm Read Scuth e

|2 08=0001025 GFPCE497C Duck Creek Road West az Huntex Rd =

|3 08-00014728 GFPC5502A Hest End Railway Ave |

E%

= i)
v | Ceen) Cems )

Figure 109. The Text Import Wizard dialog box.
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Excel places rather arbitrary dividers, but these are easily changed. See Figure 110.

Text Import Wizard - Step 2 of 3 €[]
This screen lets you set field widths (column breaks).
Lines with arrows signify a column break.
To CREATE a break lins, dick at the desired position.
To DELETE a break Ine, double cick on the ine.
To MOVE a break Ine, click and drag it.
Data preview
. . e St SR e sl Wi W
PE8=-0001023 GFPC54923] Langdeon Farm Ralli South L2
PE-0001025| GFPC5497(] Duck Creek Road Hest at Hunter Rd =
PE-0001478] GFPC5502A] Wess Znd Railway] Ave
b

[Lconel J[ <Bock |f Next> ;[ Enmish |
Figure 110. TheText Import Wizard dialog box.

In Figure 111, the extra dividers have been removed by double-clicking on them.

"Text Import Wizard - Step 2 of 3 €3]]

" This screen lets you set field widths (column breaks),

Lines with arrows signify a column break.

To CREATE a break ine, dick at the desired position.
To DELETE a break line, double didk on the line,
To MONE a break line, cick and dragit.

Data preview

. P P P H 9, @

08-0001023 GFPCE492) Langden Farm Read Socuch

P8-0001025] GFPC54937( Duck Creek Road HWest at Aunter Rd
[28-0001475] CEFPC5502M Wast ZInd Railuay Ave

3

11}

Figure 111. Double-clicking on the extra dividers to remove them.
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When the final screen appears, click on the Finish button. See Figure 112.

“Text Import Wizard - Step 30f3 2@
This screen lets you selact each column and set Column data format
the Data Format. @® general

'General converts numeric vales to rumbers, date  OText
values to dates, and al remaining values to text. O pate: |MOY E

© Do notimport coumn (skip)
Data preview
:‘.qden Farm Road Scuch :l
% Cresk Road West at Hunter Rd =
Znd Railway Ave )
v/
(€] (2]
(Lconce [ <tk ]| riex
Figure 112. The last step in the Text Import Wizard dialog box.
And the text will be properly imported. See Figure 113.

%] Microsoft Excel - LSDBb.txt — B[]
@] File Edit Miew [Insert Format Tools Data Window Help il
N H RISV E S DRS00 IBe  HiBE
JLQ e 2 ) @y RS A | () By i | ¥ Reply with Changes... End Review... ﬁ

D4 v fe
A B | c [ v [y
1.[08-0001023  |GFPC5492A Langdon Farm Road South [
2 |08-0001025 GFPC5497C Duck Creek Road West at Hunter Rd =
3 |08-0001478 GFPC5502A West End Railway Ave
L? —1
6
7

i 8 | v
4 4 » W\LSDBb/ I<] m [>)]
Ready NUM %

Figure 113. The new import in the Excel program.

This could alternatively have been done by interpreting the input as being space
delimited to separate fields one and two and two and three, and removing all the other
dividers.
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Frequently Asked Questions

. What are the system requirements?

The laptop computer should run Windows XP. The Wi-Fi module and the IntelliRupter
control module must have the software components for Installer Version 1.6.9 or later.

Windows 7 can be used with IRInstaller-3.4.7 and later revisions, and 6800 Series
Installers 3.4.3 and later revisions.

. Can I install more than one key in an IntelliRupter fault interrupter?

No. This implementation is for the master encryption key only and allows only one
key in each IntelliRupter fault interrupter.

. CanlIreplace acommunication module thathas mastersecurity keysinstalled

in its Wi-Fi module with a new communication module?

Yes. The security configuration is also stored in the base memory module. When a
new communication module is plugged in to an IntelliRupter fault interrupter, the
Wi-Fi module reads the security information in the base memory module and resets
itself to match the local security configuration. For the laptop to connect, it must have
the correct keys that match the IntelliRupter fault interrupter security configuration.

. Can I configure Wi-Fi security with a Docking Station?

Yes. There is a check box in the Wi-Fi Configuration and Setup dialog box for the
Wi-Fi module to overwrite the base memory module configuration on next power-up.
Select that check box, and click on the Apply button.

. Can Ire-create my key files if I lose them?

No. Even if using the same name each time the key files are generated, the Wi-Fi key
program generates a new encryption.

. If I lose my key files, is there a back door to unlock the Wi-Fi connection?

No. If the keys have been lost, return the communication module to S&C to have
factory default restored.
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