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Introduction

Qualified Persons

Read this
Instruction Sheet

Retain this
Instruction Sheet

Proper Application

Special Warranty
Provisions

Only qualified persons knowledgeable in the installation, operation, and maintenance
of overhead and underground electric distribution equipment, along with all
associated hazards, may install, operate, and maintain the equipment covered by this
publication. A qualified person is someone trained and competent in:

e The skills and techniques necessary to distinguish exposed live parts from
nonlive parts of electrical equipment

e The skills and techniques necessary to determine the proper approach distances
corresponding to the voltages to which the qualified person will be exposed

e The proper use of special precautionary techniques, personal protective
equipment, insulated and shielding materials, and insulated tools for working on
or near exposed energized parts of electrical equipment

These instructions are intended only for such qualified persons. They are not intended
to be a substitute for adequate training and experience in safety procedures for this
type of equipment.

Thoroughly and carefully read this instruction sheet and all materials included in the
product’s instruction handbook before installing or operating an IntelliRupter® fault
interrupter. Become familiar with the Safety Information and Safety Precautions on
pages 4 and 5. The latest version of this publication is available online in PDF format
at sandc.com/en/support/product-literature/.

This instruction sheet is a permanent part of the IntelliRupter fault interrupter. Designate a
location where users can easily retrieve and refer to this publication.

The equipment in this publication is only intended for a specific application. The
application must be within the ratings furnished for the equipment. Ratings for the
equipment can be found on the nameplate affixed to IntelliRupter fault interrupter as
and in S&C Specification Bulletin 766-31.

The standard warranty contained in the seller’s standard conditions of sale, as set forth in
Price Sheets 150 and 181, applies to the IntelliRupter fault interrupter and its associated
options except for the control group as applicable. For these devices, the first and second
paragraphs of said warranty are replaced by the following:

(1) General: The seller warrants to the immediate purchaser or end user for a period of
10 years from the date of shipment that the equipment delivered, with the exception
of a radio, will be of the kind and quality specified in the contract description and
will be free of defects of workmanship and material. Should any failure to conform
to this warranty appear under proper and normal use within 10 years after the date
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Introduction

Warranty
Qualifications

of shipment, the seller agrees, upon prompt notification thereof and confirmation the
equipment has been stored, installed, operated, and maintained in accordance with
recommendations of the seller and standard industry practice, to correct the noncon-
formity either by repairing any damaged or defective parts of the equipment or (at
seller’s option) by shipment of necessary replacement parts.

The seller’s warranty does not apply to any equipment that has been disassembled,
repaired, or altered by anyone other than the seller. This limited warranty is granted
only to the immediate purchaser or, if the equipment is purchased by a third party for
installation in third-party equipment, the end user of the equipment. The seller’s duty
to perform under any warranty may be delayed, at the seller’s sole option, until the
seller has been paid in full for all goods purchased by the immediate purchaser. No
such delay shall extend the warranty period.

The seller further warrants to the immediate purchaser or end user that for a
period of two years from the date of shipment the software will perform substan-
tially in accordance with the then-current release of specifications if properly used in
accordance with the procedures described in seller’s instructions. The seller’s liability
regarding any of the software is expressly limited to exercising its reasonable efforts
in supplying or replacing any media found to be physically defective or in correcting
defects in the software during the warranty period. The seller does not warrant the use
of the software will be uninterrupted or error-free.

For equipment/services packages, the seller warrants, for a period of one year after
commissioning, that the IntelliRupter fault interrupters will provide automatic fault
isolation and system reconfiguration per agreed-upon service levels. The remedy shall be
additional system analysis and reconfiguration of the IntelliTeam® SG Automatic Resto-
ration System until the desired result is achieved.

The standard warranty contained in the seller’s standard conditions of sale, as set forth in
Price Sheets 150 and 181, does not apply to major components not of S&C manufacture,
such as batteries, customer-specified remote terminal units and communication devices,
as well as hardware, software, resolution of protocol-related matters, and notification of
upgrades or fixes for those devices. The seller will assign to the immediate purchaser or
end user all manufacturers’ warranties that apply to such major components.

The seller’s standard warranty does not apply to any components not of S&C manufac-
ture that are supplied and installed by the purchaser or to the ability of seller’s equipment
to work with such components.

Warranty of equipment/services packages is contingent upon receipt of adequate
information on the user’s distribution system, sufficiently detailed to prepare a technical
analysis. The seller is not liable if an act of nature or parties beyond S&C’s control nega-
tively impact performance of equipment/services packages; for example, new construction
that impedes radio communication, or changes to the distribution system that affect
protection systems, available fault currents, or system loading characteristics.
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Safety Information

Understanding
Safety-Alert
Messages

Following Safety
Instructions

Replacement
Instructions
and Labels

Several types of safety-alert messages may appear throughout this instruction sheet and on
labels and tags attached to the product. Become familiar with these types of messages and
the importance of these various signal words:

A DANGER

“DANGER?” identifies the most serious and immediate hazards that will likely result in
serious personal injury or death if instructions, including recommended precautions,
are not followed.

“WARNING” identifies hazards or unsafe practices that can result in serious personal
injury or death if instructions, including recommended precautions, are not followed.

A CAUTION

“CAUTION” identifies hazards or unsafe practices that can result in minor personal
injury if instructions, including recommended precautions, are not followed.

“NOTICE” identifies important procedures or requirements that can result in product or
property damage if instructions are not followed.

If any portion of this instruction sheet is unclear and assistance is needed, contact the
nearest S&C Sales Office or S&C Authorized Distributor. Their telephone numbers are
listed on S&C’s website sandc.com, or call the S&C Global Support and Monitoring Center
at 1-888-762-1100.

Read this instruction sheet thoroughly and carefully before
operating an IntelliRupter fault interrupter.

If additional copies of this instruction sheet are required, contact the nearest S&C Sales
Office, S&C Authorized Distributor, S&C Headquarters, or S&C Electric Canada Ltd.

It is important that any missing, damaged, or faded labels on the equipment be
replaced immediately. Replacement labels are available by contacting the nearest S&C
Sales Office, S&C Authorized Distributor, S&C Headquarters, or S&C Electric Canada Ltd.
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Safety Precautions

A DANGER

and rules.

IntelliRupter PulseCloser Fault Interrupters operate at high voltage. Failure to
observe the precautions below will result in serious personal injury or death.

Some of these precautions may differ from your company’s operating procedures
and rules. Where a discrepancy exists, follow your company’s operating procedures

QUALIFIED PERSONS. Access to an
IntelliRupter fault interrupter must be restricted
only to qualified persons. See the “Qualified
Persons” section on page 2.

SAFETY PROCEDURES. Always follow safe
operating procedures and rules.

PERSONAL PROTECTIVE EQUIPMENT. Always
use suitable protective equipment, such as rubber
gloves, rubber mats, hard hats, safety glasses,
and flash clothing, in accordance with safe
operating procedures and rules.

SAFETY LABELS. Do not remove or obscure
any of the “DANGER,” “WARNING,” “CAUTION,”
or “NOTICE” labels.

OPERATING MECHANISM AND BASE.
IntelliRupter fault interrupters contain fast-moving
parts that can severely injure fingers. Do not
remove or disassemble operating mechanisms or
remove access panels on the IntelliRupter fault
interrupter base unless directed to do so by

S&C Electric Company.

ENERGIZED COMPONENTS. Always consider
all parts live until de-energized, tested, and
grounded. The integrated power module contains
components that can retain a voltage charge for
many days after the IntelliRupter fault interrupter
has been de-energized and can derive a static
charge when in close proximity to a high-voltage
source. Voltage levels can be as high as the
peak line-to-ground voltage last applied to the
unit. Units energized or installed near energized
lines should be considered live until tested and
grounded.

GROUNDING. The IntelliRupter fault interrupter
base must be connected to a suitable earth
ground at the base of the utility pole, or to a
suitable building ground for testing, before
energizing an IntelliRupter fault interrupter, and at
all times when energized.

The ground wire(s) must be bonded to the system
neutral, if present. If the system neutral is not
present, proper precautions must be taken to
ensure the local earth ground, or building ground,
cannot be severed or removed.

VACUUM INTERRUPTER POSITION. Always
confirm the Open/Close position of each
interrupter by visually observing its indicator.

Interrupters, terminal pads, and disconnect
blades on disconnect-style models may be
energized from either side of the IntelliRupter fault
interrupter.

Interrupters, terminal pads, and disconnect
blades on disconnect-style models may be
energized with the interrupters in any position.

MAINTAINING PROPER CLEARANCE. Always
maintain proper clearance from energized
components.
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Overview

This document is applicable for IntelliRupter Installer versions 3.5.x or later, which can
only operate with WiFiAdminInstaller 2.0.0 and later. For IntelliRupter Installer versions
3.4.9 and earlier, refer to S&C Instruction Sheet 766-521.

Two programs are used to generate security keys. The Security Key Generator creates
the key files, and the Security Key Manager database editor assigns keys to specific Intelli-
Rupter fault interrupters.

The distribution engineer or a security administrator has responsibility for authenti-
cation key security. The most secure procedure is installing the Security Key Generator
program on a security PC and installing the Security Key Manager program on a separate
database PC. Keys generated on the security PC are then transferred with a secure means,
such as a USB thumb drive (dongle), to the database PC.

The Security Key Generator program, by default, saves key files in the LinkStart folder.
The default path is found at: C:\ProgramData\S&C Electric\LinkStart.

Note: The Program Data folder is a hidden folder and will require the folder options to be
set to “Show hidden files” before it can be viewed. The Security Key Manager and LinkStart
programs also store files in a LinkStart folder located at: \Users\Public\Documents\S&C
Electric\LinkStart for Windows 10 and Windows 11. This folder requires administrative
privilege and uses folder security for access to existing files and for adding new files.

Transferring data is simple. Using administrative and folder privileges on both
computers, move the files from the security PC LinkStart folder to the database PC Link-
Start folder.

NOTICE

The key files are generated on the security PC. For each named key there will be
two files, one with a .pub file name extension and one with a .pri extension. Both
files are part of a single key pair used half by the Wi-Fi module and half by the
LinkStart program.

It is important to back up and properly manage the key files. When a key is
generated it can never be regenerated. This means the Security Key Generator
program will not duplicate a key set if the same key name is used. Instead of
duplication, two different sets of key files with the same name will be generated.

Take care to avoid this situation, so a user will not be locked out because the wrong
key that has the “right” name is used.

For authentication purposes, the LinkStart program encrypts specifically defined data
with its private key, so it can be decrypted by the Wi-Fi module using the public key on
the mobile computer. The Wi-Fi module, in turn, encrypts different specifically defined
data with its private key, so it can be decrypted by LinkStart using the Wi-Fi module public
key. This requires the Wi-Fi module to be supplied with a private key and a different pair’s
public key and for LinkStart to be supplied with the public part of the first key pair and the
private part of the second key pair.

The most secure method for deploying security keys is through the use of an external
USB device called a dongle. The dongle is a USB thumb drive that uses a proprietary
software interface to read and write its contents. It provides a secure storage location for
the necessary keys used to connect to an IntelliRupter fault interrupter. The dongle can
only be loaded with keys by the Security Key Manager, which also sets up the admin and
user password to access the keys stored on the dongle.
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Overview

The dongle contents are only accessible by the Security Key Manager and the
LinkStart program; Windows Explorer and other applications cannot read or write to
the dongle or view its contents.

The purpose of the admin password used in the Security Key Manager is to protect
the contents of the dongle by making it accessible only to the administrator who
initially configured the dongle. Another individual with an installation of the Security
Key Manager will not be able to read the contents or write new contents to he dongle
without this password. Should the admin password be lost, the only recourse is to
reformat the dongle and erase it to the initial factory default state.

There are three options for security key deployment. The simplest is when keys
are deployed using the common or master keys throughout the system. The second is
to break the system into logical groups of devices called regions. The third is to use
regions with crews to further control device access.

The Security Key Manager program expects to find both of the required key files
present in the LinkStart folder and will use the private and public keys for the key
names specified in the MasterKey.txt file created on the Master Key Entry screen.
When the configuration file is exported by Security Key Manager, it should be trans-
ferred to the portable PC that will be used in the field to transfer the configuration file
to specific IntelliRupter fault interrupters.

When the key names for the two master keys are IntelliRupter fault interrupter
master key: “MasterIR” and mobile master key: “MasterLT,” the Security Key Manager
will require both the MasterIR.pri and MasterLT.pub files be present so it can include
them in the configuration file. However, it will not expect the other files from these two
pairs (MasterIR.pub and MasterLT.pri) to be in the LinkStart folder.

The file needed for configuring IntelliRupter fault interrupters to use security keys
will have the extension “.-wm” and will include either the individual serial number of
the IntelliRupter fault interrupter or the universal serial number:
install.00-0000000.wm, depending on the choice used when exporting from Security
Key Manager. The files needed for any LinkStart program to connect to an IntelliRupter
fault interrupter AFTER it has been loaded with the configuration file install.00-
0000000.wm would be the files not included in the configuration files: MasterIR.pub
and MasterLT.pri.

The portable PC used to upload the .wm Wi-Fi configuration file should have both
the .wm file and the two separate key files. Any other portable PC that connects to the
IntelliRupter fault interrupters after the configuration file has been uploaded will only
need to have the two separate key files: MasterIR.pub and MasterLT.pri, with a master
key deployment.

When using regions, or regions with crews, the requirements are similar, but the
key pairs will differ depending on the key files assigned when setting up the regions
or the regions with crews. The “Wi-Fi Security Key Administration” section on page
40 provides more information about the file relationships for each of the deployment
options, and the workflow for deploying and removing keys.

The Security Key Generator provides an option to generate time-controlled and
time-limited keys. Time-controlled keys can be created to only become active after a
specified date, and they can be active indefinitely or for a limited time period after the
activation date.
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Overview

Limited-life keys can be created that will only be valid for a set number of days after
activation. They can be activated on the first use or on a predetermined start date.

Time-controlled keys can be used to control contractor access or to create automatic
re-keying schemes that limit the number of visits to a device. The default key-length setting
of 128 provides the best use of storage capacity, allowing approximately 50 key pairs to
be stored in a device. The 256 setting provides a higher encryption level but will result in
fewer keys stored—approximately 30 key pairs per device.

When using regions with crews, multiple time-controlled crew keys can be deployed,
making it possible to have several years of time-limited keys deployed in a device, so new
keys can be issued to the mobile computers on a periodic basis without having to visit
each device in the field.

See S&C Instruction Sheet 766-523, “Wi-Fi and Security Admainistration,” for addi-
tional information.
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Wi-Fi Authentication Key Generator

Before using the Security Key Manager program to assign keys to various devices, regions,
and crews, the keys must be generated using the Security Key Generator. Figure 1 shows
the default path to the folder where the keys will be written. The default folder for
Windows 10/Windows 11 is \ProgramData\S&C Electric\LinkStart\.

A different folder can be manually selected by clicking on the Select Save Folder
button. Both the Security Key Manager and the LinkStart program look in the default Link-
Start folder for the keys and database files, so use of this folder is recommended.

Chooge folder for the keys: O use this falder:

|| setect Save Folder | CAProgramDatalSAC ElectriciLinkStart

Enkerthc Bume for 85 Loy pic
[Masterii ]

Select the Inq_f_E:w in bytes:
[128

Enter optional Time Ta Live in days:

Enter optianal Activation Date mmiddivyyy

Make Key Exit

L
Figure 1. The Security Key Generator screen.

The two key-length options are 128 and 256. 128 is the default, which provides the
best use of storage, allowing approximately 50 key pairs stored per device. The 256 setting
provides a higher encryption level but will result in storing fewer keys—approximately 30
key pairs stored per device. To generate the keys needed as master keys, or region keys,
first select the desired key length. Then, select two names—one key for the IntelliRupter
fault interrupter and one for the PC computer.

In the Wi-Fi Security Key Administration section on page 40, “MasterIR” will be used
as the device master key and “MasterLT” will be used as the mobile master key. One of the
region-key sets will be named “Region1IR” for the device pair and the other “Region1LT”
for the mobile key pair.

Type one name into the Name field for the key pair and click on the Make Key button.
Two keys will be generated with the same name, but each with a different extension. See
Figure 2 on page 10.
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Wi-Fi Authentication Key Generator

Choose folder for the keys! Ot use this folder;
SMSTLSave Eoldar I CAProgramDatalSEC ElectriciLinkStarn,
Enter the Mame for the key pair:
Mosterd T ] Mame: Masterl T
Select the key leagth in bytes:
128 -| Size: 120 bytes, 1024 bits
Enter opticnal Time To Live in days:

| Exit

Figure 2. Selecting key-length options and the key name.

Repeat this process for the second key name. When done, the four key files have been
saved in the LinkStart folder, where the Security Key Manager program will look for them.
When using two separate computers, move these files from the security PC to the Link-
Start folder on the database PC.

NOTICE

Each generated key is unique. Therefore, a lost key cannot be replaced by
re-entering that key name. A unique key will be generated the second time that same
name is used, and the new key cannot be used to replace the first key.

When using regions with crews, select one name for each crew in addition to the two
names selected for each region. See Figure 3.

Chooue tolder for the keys: Or une this felder:

| Select Save Folder CAProgramDatalS&C ElectriciLinkStart,

Enter the Name for the key pair

HName: Crewl
Select the key length in bytes:
128 ] Size: 128 bytes, 1024 bits

Enter optionsl Time To Live in days:

Figure 3. Selecting a name for each crew.
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Wi-Fi Authentication Key Generator

After the keys are created, they will be stored in the \ProgramData\S&C Electric\Link-
Start folder. See Figure 4.

| < SBC Electric » LinkStart » d Secrch LinkStort

| File Edit View Tools Help

Organize » Include in library « Share with + Play all Bum  ®»
& My Pictures *  MName m
B My Videos L image03.02.01.01 bin
i Oracle 4 | cemport.ini
i# Saved Games o DBEdit.ini
¥ Searches B] Crewl.pub
\. Tracing () MasterdRpub E
i Workspaces (B Masterl T.pub
% Computer () RegionlIR.pub
&L, Defauht (C) (] RegionlM.pub
oid DVD RW Drive (D) 2| @) RegionZlRpub
(5] Region2M.pub
| Crewl.pri
| MasterdR.pri
| MasterLT.pri
| RegionlIR.pri
| RegionlM.pri s

-« I »

, 32 tems

Figure 4. The key files are stored in the LinkStart folder.

The Security Key Manager can create crew keys activated at first use. They will last for
a set number of days or be valid only during a specific date range.

If only the Activation Date setpoint is entered, the key is valid after that date for an
unlimited duration. If only the Time to Live In Days setpoint is entered, the key will be
valid when the IntelliRupter fault interrupter first uses it for the number days specified. If
both the Activation Date and the Time to Live In Days setpoints are configured, the key
is only valid after that date for the number of days specified. If a timed key is not needed,
leave these fields blank.

The Security Key Manager does not allow a limited-life key to be installed as a master
key. It will allow regions or crews to use a single-time key pair. When a time key is used
with a region keyset or a crew keyset that does not include a master keyset, the security
keys revert back to the factory default key after the timed key expires.

S&C Instruction Sheet 766-522 1



Database Editor Program

Security
Key Manager

Security Key Manager is a Windows software program intended for use by an IntelliRupter
fault interrupter Wi-Fi system administrative user. The program is designed to create
configuration files intended for upload to the IntelliRupter fault interrupter Wi-Fi module.
It also generates a database file of IntelliRupter fault interrupters, regions, and crews Link-
Start can use (LSDB.txt).

Keys can optionally be associated with IntelliRupter fault interrupters, regions, and
crews. These keys are also incorporated into the configuration files. The administrative
user can then disburse the configuration files, database file, and optional keys to the appro-
priate LinkStart users.

The Security Key Manager contains Devices, Regions, Crews, and Wi-Fi Module
Access Credentials tabs. It also provides dongle support and includes many useful user
interface features.

Regions provide a way to group IntelliRupter fault interrupters, and crews provide a
way to group personnel. Wi-Fi module access credentials are the name and password pairs
associated with an access level used when accessing the LinkStart Wi-Fi Administration
screen. Dongle support allows exporting keys to a secure USB dongle. User-interface
enhancements improve the user experience.

The Security Key Generator can create 128-byte or 256-byte keys. The Security Key
Manager packages these keys into a configuration file. LinkStart and the Wi-Fi module
firmware in the communication module use these keys to negotiate an authenticated
session. LinkStart and the Wi-Fi module are able to use either 128-byte or 256-byte keys for
authentication.

The screen in Figure 5 appears, overlaying the main Security Key Manager screen,
and is the first time the Security Key Manager is run after installation. When the Provide
for Master Key checkbox is checked and the OK button is clicked, the Security Key
Manager program is configured to work with a pair of master key names to provide compa-
ny-specific authentication security during the connection setup between a PC computer
and an IntelliRupter fault interrupter. The selected options can be changed at any time by
clicking on the Options button on the Main screen.

Device Security Architecture Options

" Provide for Master Key
[~ Provide for Regional Specific Keys
I~ Provide for Crew Specific Keys

I~ Provide for WiFi Module Access Credentials

Change Export Directory

DatalS2C ElecticiinkStor

Figure 5. The Device Security Architecture Options screen.
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Database Editor Program

Each checkbox represents its own tab on the Main screen of the Security Key
Manager. Each of these options is explained later in this document. Figure 6 shows the
main Security Key Manager screen displayed before the Provide for Master Key checkbox
has been selected. Note the addition of the Master Key button on the screen in Figure 7,
with text to the right of the button. Clicking on the Options button reopens the
IntelliRupter Security Architecture Options dialog box and allows entering changes.

Double-Click or Press Enter to Edit

Serial Number
1 | 00-0000000 | Universal Universal Serial Number

2

Do W R e o I

Figure 6. The Security Key Manager screen.

Universal Serial Number

e
= Em N e

Figure 7. The Security Key Manager screen with the Options button.
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Database Editor Program

Enter Master Click on the Master Key button on the main Security Key Manager screen. The Master
Key Name Key Set dialog box opens. See Figure 8.

Master Key Set

Figure 8. The Master Key Set dialog box.

Select the two key names and click on the OK button. See Figure 9.

Master Key Set

Figure 9. Both names selected on the Master Key Set dialog box.
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Database Editor Program

The names are now listed on the Main screen at the right of the Master Key button.
See Figure 10.

Tools

Version 3.2.1.1

Double-Click or Press Enter to Edit

H.eohnl| Crews |W'IFi Module &cceu|
Serial Number
1 00-0000000 | Universal | Universal Serial Number

=
T =

Figure 10. The Security Key Manager screen showing the Master Key Set names.

The IntelliRupter fault interrupters can now be added to the database. If there is an existing
database file named MBL_DB.csv, Microsoft Excel can be used to convert that database.

Add IntelliRupter

Fault Interrupters © : - CSV; .

to the Database See the “Excel File Examples” section on page 78 for the conversion procedure. The
default file created when the program ran the first time has one record, the universal serial
number, which can address any Wi-Fi module not connected to a control in an IntelliRupter
fault interrupter.

To enter new information, first click on the Insert button to create a line for the new
entry. This opens the Device Edit dialog box where the IntelliRupter fault interrupter
information can be entered. If multiple entries exist in the database, the new line will be
inserted below the line selected in the database list. See Figure 11.

Device Edit

Device Name Device Locatit
Universal Universal Serial Number

1234 [Ware House

Figure 11. The Device Edit dialog box.
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Database Editor Program

As an alternative to the Insert button on the Main screen, use the <Insert> key on the

keyboard or right click on a line and select “Insert Item” on the menu. See Figure 12.

Version 3.2.1.0 ||

1__100-0000000

Edat hem Enter
Insert e Ins

Delete ltemn De
Undelete Backspace

Maove Up AltsUp

Move Down Alt+Down

Unsort List

Figure 12. Inserting an item directly on the Security Key Manager screen.

Click in each field to enter the information. When finished making entries, click the
Done button to transfer the data to the Main screen on the next line. See Figure 13.

—~ n-rm--—;(-—-|

Version 3.2.1.1

Double-Click or Press Enter to Edit

Fleoiom| Crews |W'IFi Module m::l
Serial Number Device Name Device Location

00-0000000 Universal Universal Serial Number
2 [u) DB-0001234 IR1234 Ware House

Figure 13. A new item entered on the Main screen

Repeat this process to enter information for each IntelliRupter fault interrupter. Click

on the Insert button and type information in the Device Edit dialog box for each new

record added to the database. The Device Name entry must not contain spaces, but spaces

are allowed in the Device Location field. To edit an existing entry, select it and double
click on the entry line. This opens the Device Edit dialog box.

16
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Data Entry
with Notepad

The same data file can be created by using Notepad, and the entry will be saved as LSDB.
txt in the LinkStart folder. When entering data, be sure to always end each line by clicking
on the <Enter> key on the keyboard. It is also important after the last line of text to click
on the <Enter> key on the keyboard. Failure to do this prevents recognition of the last line.
See Figure 14.

- LSDB.bxt - N

Eile Edit Format View Help
00-0000000 Universal uUniversal Serial Number
08-0008734 IRPCL005 First Ccross after Johns Road mMpP27

08-0008736 IRPC1006 Johns Rroad MP32
It}s—0008?3? IRPC1007 Jims Road at rail grade crossing

Figure 14. Entering data with the Notepad screen.

The Security Key Manager also can load the text file when it is saved in the same
folder as the key files in the LinkStart folder.

A file can be created or edited in Excel. Save that file using the tab delimited *.txt
extension, and Excel adds tab character field delimiters. See the Excel File Examples in
Figure 98 on page 78.

Depending on which options are enabled (i.e.: Regions, Crews, Wi-Fi Module Access
credentials), the Main screen will have a row of tabs along the top to allow the user to
change the view to that feature by clicking on a tab. See Figure 15.

Il Ee Edit Tooks

Version 3.2.1.1

H.eoiona| Crews |W'IFi Module m::|
Serial Number Device Location
00-0000000 Universal Universal Serial Number
[u) 0B-0008734 IRPC1005 First Cross after Johns Road MP2T
[u] DE-DDOBT 36 IRPC1006 Johns Road MP32
[u) D8-0008737 IRPC1007 Jims Road al rail grade crossing

L Double-Click or Press Enter to Edit

=

N BT T o |

Figure 15. The feature tabs on the Main Security Key Manager screen.
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Navigation

Tabbed List-Box Column Sort—The columns will sort when the column header is
clicked on in List View screen. Clicking once sorts lowest value to highest, and clicking
again sorts highest to lowest. The first column with the index numbers will reset the sort
to the index order and only sorts from lowest to highest. The IntelliRupter fault interrupter
list always anchors the “Universal Record” as the top item, regardless of the sort order.

Unassigned Record Indicator—A record that is unassigned will be preceded by “(u)”
in the item’s second column field. A record is considered unassigned when the Regions
option is enabled and the IntelliRupter fault interrupter is not assigned to any region, or
when the Regions and Crews options are enabled and a region is not assigned to any
crew. These records can be easily found by typing the text “(u)” into the Find Record
field. The “Universal Record” is never flagged as unassigned.

Dynamic Button State—Buttons that perform actions on records will display as active
or disabled (grayed out and not selectable). The state is dynamically updated when various
actions are performed. These dynamically updated buttons include:

Delete—Disabled when the “Universal Record” is selected or there are no items in the
List View

Undelete—Disabled if no record has been deleted or a record has been restored
Move Up—Disabled if the topmost item is selected or when the List View is sorted

Move Down—Disabled if the “Universal Record” is selected, the bottommost item is
selected, or when List View is sorted

Keyboard Shortcuts—Certain keystrokes perform operations on the Main List View(s).
These keys include:

Up Arrow—Selects one record up

Down Arrow—=Selects one record down

Right Arrow/Tab—Next List View tab

Left Arrow/SHIFT + Tab—Previous List View tab

ALT + Up Arrow—Moves the selected record up one row, if allowed

ALT + Down Arrow—NMoves the selected record down one row, if allowed
Delete or Del—Deletes the selected record, if allowed
Backspace—Undeletes a record if one has been deleted

Space—Brings the selected record into view, if not visible

Enter—Edits the selected record
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Delete/Undelete

Tooltip Help—Certain buttons display help text when the mouse hovers over that button.
These include:

Master Key Undelete

Options Move Up

Decrypt Files Move Down

Export Export (on the Export screen)
Insert Extract (on the Export screen)
Delete Delete File (on the Decrypt screen)

Context Menu—A context-sensitive popup menu of operations appears when a record is
right-clicked. These operations mirror the button functionality found in the same screen.
These operations include:

Edit Item Insert Item
Delete Item Undelete
Move Up Move Down

Unsort List (return the view to a record number sorted state)

These popup menu items may be grayed out if the command is not valid for that
record (the corresponding button is also grayed out). The popup menu is available for all
tab views on the Main screen.

Copy/Paste Record (Edit Dialog)—The copy-and-paste buffer for the Edit screens only
applies to the specific tab selected. For example, if an IntelliRupter fault interrupter record
is copied, it cannot be pasted in a Region Edit screen. The Paste Record button remains
grayed out if there is nothing stored in the copy-and-paste buffer.

Deleting a record with certain options enabled will cause changes that are not reversible
with the Undelete command.

If the Provide for Regional Specific Keys option is checked and an IntelliRupter
fault interrupter record associated with a region is deleted, that association is also
removed. The record can be restored, but the association cannot be restored. If the user
attempts to delete a record in this situation, the dialog box shown in Figure 16 will appear
explaining the consequences.

=
Warning! I"“-’“'J

. Serial Number is in use in a Region.
! % Undelete will not be able to restore it to that Region.
Do you wish to proceed?

L
Figure 16. A dialog box message that appears after a record-deletion attempt.
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Clicking on the Yes button causes the record to be deleted and the association
removed. If the Region and Crew options are enabled, then the same situation exists for a
region record and the association that exists between it and one or more crews. A similar
dialog will appear in this case. See Figure 17.

Warning! E \ &

Region is in use by Crew(s).
Undelete will not be able to restore it to those Crew(s).
Do you wish to proceed?

=1
Figure 17. A dialog box that appears when a Region is in use by a Crew(s).

Using a Dongle For extra security, a USB thumb drive, referred to as a “dongle,” can be purchased to
provide a secure container for the keys. This section describes dongle use.

The ability to inspect a dongle and clear its contents is provided on the View Dongle
screen, which is accessed by the View Dongle button on the Main screen. This button is

only shown if a dongle is installed when the Security Key Manager application is launched.
See Figure 18.

Version 3.2.1.2

Device Location
Universal | Universal Serial Number

[u] 0B-0008734 IRPC1005 First Cross after Johns Road MP2T
08-00087 36 IRPC1006 Johns Road MP32

08-0008737 IRPC1007 Jims Road al rail grade crossing

oo ol oo || e

e e

Figure 18. Figure 18. The Main Security Key Manager screen.
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Clicking on the View Dongle button opens the View Dongle screen. Clicking on the
Read Dongle button opens the Enter Admin Password dialog box. Enter the password
and click on the OK button to view the dongle contents. See Figure 19.

K e e e
e W e W W o e Wl

Figure 19. The Password dialog box to view dongle contents.

Figure 20 shows an example of the View Dongle dialog box.

View Dongle

Serial Number: 5
intUserl!
dkCrewl
dkRegion1

2
48851

Figure 20. The View Dongle dialog box.
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Figure 21 shows the View Dongle dialog box when the dongle is blank.

View Dongle

Dongle [SN:5] contains no data

Figure 21. The View Dongle dialog box when the dongle is blank.

Formatting Dongles do not have a default password. When a new dongle is first used it must be

a Dongle formatted. To format the dongle, open the View Dongle dialog box and click on the
Format Dongle button. Click on the OK button on the Note dialog box. See Figure 22.
When formatting is complete, the message “Dongle Format Success” displays in the View
Dongle dialog box. The dongle is now ready to use.

Are you sure you want to Format this dongle?

Figure 22. The View Dongle Note dialog box.
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Keying a Dongle To place a set of keys in a dongle, select the keys and click on the Export to Dongle
button. The Setup Password for Dongle dialog box opens if this is a newly formatted
dongle. Otherwise, the Enter Admin Password dialog box opens. Enter the appropriate
passwords and click on the OK button. See Figure 23.

When creating an Admin or User password, it must meet the following requirements:
e  Minimum of eight characters in length, maximum of 11 characters
e (Contains at least one uppercase letter (A-Z)
e (Contains at least one lowercase letter (a-z)
e Contains at least one number (0-9)
e Contains at least one symbol ! @ #$% " &*()-=_+)

e No spaces between characters

F il
| S ——
I

) I
S W e e o e

Figure 23. The Setup Passwords for Dongle dialog box.

S&C Instruction Sheet 766-522 23



Database Editor Program

Creating Regions
and Crews

After the dongle has been keyed, the Notice dialog box opens. Click on the OK button
to proceed. See Figure 24.

il Export has been completed

oo | comurese | oo | a1

Figure 24. The Notice dialog box.

When the Provide for Region Specific Keys option is selected, the Regions tab will be
available on the Main screen next to the Device tab. Click on the Regions tab and click
on the Insert button on the Security Key Managers Main screen to open the Region Edit
dialog box. See Figure 25.

Region Edit
Devices in this Region
Device Key SIN Eqpt ID

08-00068736 IRPC1006 06-0008734 IRPC1005
08-0008737 IRPCI007

|Region1IR

Figure 25. The Region Edit dialog box.

Each IntelliRupter fault interrupter can be assigned to only one region, and when
assigned it is no longer available for another region. After assigning a unique name to a
region (spaces and special characters are not allowed, though the dash “-” and underline
“_” characters are acceptable), choose two key pairs to allow connectivity and assign Intel-

liRupter fault interrupters to the region. The key pairs allow access to all IntelliRupter fault
interrupters assigned to that region.
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An IntelliRupter fault interrupter is added to a region by selecting an item in the
Unassigned Devices list and either double-clicking on that item or clicking on the Double-
Arrow button. After being assigned to a region, it is removed from the Unassigned
Devices list.

IntelliRupter fault interrupters can be removed from a region by selecting an item in
the Devices in this Region list and either double-clicking on that item or clicking on the
Double-Arrow button. When removed, it will be returned to the Unassigned Devices list.

If the Provide for Crew Specific Keys option is selected the Crews tab will be avail-
able on the Main screen next to the Regions tab. Click on the Crews tab and click the
Insert button on the Security Key Managers>Main screen to open the Crew Edit dialog
box. See Figure 26.

Available Regions

Figure 26. The Crew Edit dialog box.
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WAN Radio
Configuration and
Wi-Fi Access

A Wi-Fi configuration file generated by the Security Key Manager program contains the
Wi-Fi settings and the authentication security key files. This file loads into the Wi-Fi
module to configure security. A master key set uses only a single configuration file that
is generated and loaded into every IntelliRupter fault interrupter. For a master key

set, the configuration file should be generated from the universal serial number, and
only the universal serial number settings need to be configured. Alternatively, each
IntelliRupter Wi-Fi module can be loaded with a unique configuration file, based on
that specific IntelliRupter serial number. If this approach is used, each device in the
database will have a unique configuration setting file. When using regions, or regions
with crews, a unique configuration file for each IntelliRupter fault interrupter is
required and will automatically be generated through the export process.

The WAN radio serial port is used to connect to the WAN radio configuration port
to allow setup and troubleshooting of the WAN radio through the Wi-Fi connection.
To configure the WAN radio serial port settings and the Wi-Fi administrative pass-
words, select the IntelliRupter fault interrupter (or the universal serial number) on the
Security Key Manager Main screen by double-clicking on it to open the Device Edit
dialog box. See Figure 27.

Device Edit

] Serial No Device Name Device Location

[00-0000000 | [Universal [Universal Serial Number

| 08-0006734 | IRPCI005 First Cross after Johns Rosad MP27
| 080008736 || IRPCI006 | | Johns Road MP32

Settings

Paste Record

.|-an Record i

Figure 27. The Device Edit dialog box.
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Now, click on the Settings button to open the Wi-Fi Module Settings (Universal
Record) dialog box. See Figure 28.

WiFi Module Settings (Universal Record)

WAN Radio Port Settings

Bits{Sec Data Bits Parity Stop Bits  Flow Control

(i -] [ovit <] [oone <] [ibit<] foone |

Figure 28. The Wi-Fi Module Settings (Universal Record) dialog box.

The Bits/Sec (baud rate), Data Bits, Parity, Stop Bits, and Flow Control settings
for the selected device can be configured. Click on the Down-Arrow icon to display a list
to select the value to change.

The user and admin passwords can also be changed here by clicking in the appropriate
field and entering a password.

When finished, click on the Save button and on the Exit button. The settings are
recorded in an .ini file and will now remain associated with this device. The universal serial
number will have the .ini file 00-0000000.ini.

When the Provide for Wi-Fi Module Access Credentials option is selected, the
Wi-Fi module password settings will not be shown in the Wi-Fi Module Settings dialog box.
See Figure 29.

WiFi Module Settings [Using Universal Record)

'WAN Radio Port Settings
Bits{Sec Data Bits Parity Stop Bits  Flow Control
O | [sbit <] [oone <] [tbit<] [oone <]

Figure 29. The Wi-Fi Module Settings (Using Universal Record) dialog box.
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Those settings will be entered in the Wi-Fi Module Access Credentials Edit
dialog box. To open this dialog box, click on the Wi-Fi Module Access tab, and then click
on the Insert button. See Figure 30.

File  Edit - Tools

Double-Click or Press Enter to Edit

Dece] Reios | rows

| User Name | Password | Access l
1 Admin UseCapsNumbersSymbols!l Admin

WiFi Module Access Credentials Edit

User Name F Access
lm IUseCapsNumbelsSymlmlsH | IMmin j I
Copy Record Paste Record OK
Master Key
Options Decrypt Files Export
Insert Delete Undelete Move Up Move Down Save Exit

Figure 30. The Wi-Fi Module Access Credentials Edit dialog box.

With this option, multiple passwords with an access level of either admin or user can
be configured. Users only have the authority to configure the WAN Radio Serial Port
setting.

User names can be 1-33 characters long, contain no spaces, and must be unique. When
creating an admin or user password, it must meet the following requirements:

e Minimum of eight characters in length, maximum of 24 characters
e Contains at least one uppercase letter (A-Z)

e Contains at least one lowercase letter (a-z)

e Contains at least one number (0-9)

e Contains at least one symbol  @#$% " &*()-=_+)

e No spaces between characters

28
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Exporting
Configuration Files

The contents of the Export dialog box and the results of the export process depend on
the options enabled. The dialog box shown in Figure 31 opens when only the Provide for
Master Key option is selected.

To export master keys, click on the Export button on the Security Key Manager
Main screen to open the Export Configuration and Database Files dialog box. To generate
a universal configuration file from the universal serial number, select the universal serial
number “00-0000000 Universal” and click on the Export button. This generates the master
key configuration file in the LinkStart folder: install.00-0000000.wm.

Export Configuration and Database Files

00-0000000 Universal Universal Serial Number
08-0008734 IRPC1005 First Cross after Johns Road MP27
08-0008736 IRPC1006 Johns Road MP32

08-0008737 IRPC1007 Jims Road at rail grade crossing

Export Configuration and Database Files

00-0000000 Universal Universal Serial Number
08-0008734 IRPC1005 First Cross after Johns Road MP27
08-0008736 IRPC1006 Johns Road MP32

08-0008737 IRPC1007 Jims Road at rail grade crossing

Open Export Dir

Figure 31. The Export Configuration and Database Files dialog box.

To generate a unique configuration file for each IntelliRupter fault interrupter, select
the serial numbers of the desired devices and click on the Export button. The following
master key configuration files will be generated and placed in the LinkStart folder based
on these selections:

install.08-0008734.wn
install.08-0008736.wn
install.08-0008737.wn
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If the Provide for Region Specific Keys option is selected, the Export Configura-
tion and Database Files dialog box displays the available regions for export. To generate
configuration files for each region, select the region or regions to export and click on the
Export button. If using the control key while selecting, a non-consecutive selection can be
made. See Figure 32.

Export Configuration and Database Files

Regont |
RE?ilﬂﬁ

Open Export Dir

Figure 32. Selecting non-consecutive entries.

If the Provide for Crew Specific Keys option is selected, the Export Configura-
tion and Database Files dialog box displays the available crews for export. To generate
configuration files for each crew, select the crew or crews to export and click on the
Export button.
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Unlike master keys that export directly to the LinkStart folder, region keys and
crew keys export to a subfolder under LinkStart that has the region or crew name. See
Figure 33.

=)

|« SaCec s Unson » -4

Organize « 3 Open Play Include in library « Share with »  »

d My Music = Name
= My Pictures

B My Videos

1. Oracle

i Saved Games

£ Searches ;|

4. Crewl

| . Regionl
\. Region2

L. Temp

|| image03.02.01.01.bin
| comport.ini

% | DBEdit.ini

fﬂi_] Crewl.pub

@ MasterlR.pub

- a I ]

I Tracing
i Workspaces
‘& Computer
& Default (C:)
<L) DVD RW Drive (D:)

Regionl Date modified: 9/4/2012 1:21 PM
J P File folder

Figure 33. The LinkStart folder.
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Decrypting a To view the contents of a configuration file that has the .wm file extension, click on the
Configuration File Decrypt Files button on the Security Key Manager Main screen to open the Config File
Decryption dialog box. Click to select the name of the file to be viewed, and click on the
Decrypt File button. See Figure 34.

The Extract Files button allows extracting a copy of the key files from the .wm Wi-Fi
configuration file.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-0008734.wm install.08-0008734.wm -
Size: 1504 Flags 00000001

imestamp 09/04/2012 18:21:48 UTC

CRC calculated 4ACF2C268 Matches

File 08-0008734.ini Size: 31

Ini: <admin user noradio 3600 8 N 1 N>

File Region1IR.pri Size: 993

File ShortTime.pub Size: 417

Extract Files

Figure 34. The Config File Decryption dialog box.
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Connecting to an IntelliRupter Fault Interrupter

Start the LinkStart program and select the IntelliRupter fault interrupter to be connected
to. Scroll through the database by clicking on the Prev and Next buttons, or click on the
Clear button, and enter text in the Device Name field to perform a dynamic search of the
database. When the record is available in the drop-down list, click on it to select it.

Then, click the Connect button. See Figure 35.

m WiFi Connection Manageme

File Edit Tools

Connect to a Device

Device Name: | Universal |

Device Location: | Universal Serial Number

Serial Number. | 00-0000000 |

Figure 35. The Wi-Fi Connection Management dialog box.

After the connection is established, select the Tools option, click on Wi-Fi Adminis-
tration option, and log in with an administrator password. See Figure 36.

=

"1-; WiFi Connection Managemen

File Edit | Tools
IntelliLink
Download Utility

. L . Version 3.2.2.1
WiFi Administration Ctrl+A

Detailed Logging

Device Name: |

Device Location: |

Serial Number: | 08-9001020

IntelliLink Download Utility

Ly

Figure 36. The Tools option and the Wi-Fi Administration selection.
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Loading Wi-Fi Keys With Wi-Fi Admin

When logged in, click on the Transfer Wi-Fi Settings button. See Figures 37 and 38.

WAN Port Settings |

WiFi Passwords I

Transfer WiFi Settings | <— Update Available
Reload WiFi Firmware |

Device Status |

|
|
|
|
[ Transfer Security Logs |
l
l

Communications Counters |

| Reboot WiFi Module |

Figure 37. The Wi-Fi Configuration Setup Dialog Box.

Transfer Encrypted WiFi Settings File

Send File to WiFi Module: Select and Send |
Get File from WiFi Module: Get |

[Apply | T Override Base Memory at next power-on

Settings File in WiFi Module: 01/01/1601 00:00 UTC 0x00000002
Settings File available: install.00-0000000.wm
ID: 09/09/2012 12:56 UTC 0x00000001

Figure 38. The Wi-Fi Configuration Setup dialog box after clicking on the Transfer Wi-Fi
Settings button.

Notice that install.00-0000000.wm is displayed as the available file in this example.
If the file displayed is correct, click on the Select and Send button to transfer the new
configuration.

If the desired file is not displayed in the bottom left corner of this dialog box, and
more than one file is available, hold-down the <Ctrl> key on the keyboard and click on the
Select and Send button to open a file dialog box. Select the desired file and click on the
Open button. The selected file will be sent to the Wi-Fi module.

The Get button is used to pull a copy of the existing settings file prior to uploading
the new settings file. If selected, a file with the name install. XX-XXXXXXX.wd, where
XX-XXXXXXX = the serial number of the connected device, will be created in the
directory containing the new settings file.

34
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Loading Wi-Fi Keys With Wi-Fi Admin

When working with a docking station, check the Override Base Memory at next
power-on check box and click on the Apply button. This causes the security information
to be written to the base memory module (BMM). If this box is not checked, the data in
the BMM will overwrite the new configuration in the Wi-Fi module. The same is also true
when transferring a communication module from an IntelliRupter fault interrupter with an
updated BMM to one that does not have an updated BMM.

Click on the Select and Send button to upload this file to the IntelliRupter Wi-Fi
module and base memory module.

Click on the Done button, and click on the Log Out button.

S&C Instruction Sheet 766-522 35



Wi-Fi Admin Functions

Uploading Wi-Fi To upgrade the Wi-Fi module firmware, select the Reload Wi-Fi Firmware button on the
Firmware Wi-Fi Admin screen. Then, click on the Upload Wi-Fi Firmware button to complete the
process. See Figure 39.

Reload WiFi Fi

| Upload WiFi Firmware |
Existing Version 03.02.01.01
Module Serial Number 00:40:30:37:08:38

Figure 39. The Upload Wi-Fi Firmware button on the Wi-Fi Administration dialog box.
To download the Wi-Fi security log, select Wi-Fi Security Log on the Wi-Fi Admin

screen. Then, click on the Download Security Log button to complete the process. See
Figure 40.

Transfer Security Log

Get File from WiFi Module: | Download Security Log |

Figure 40. The Download Security Log button on the Wi-Fi Administration dialog box.
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Security Event Logs

The Wi-Fi module will post events to the security event log. The file resides on the Wi-Fi
module. The LinkStart software will download these logs to a file named Security-
Log.<Serial Number>.<Date Time Stamp>.txt for a user logged in with administrative
access. The log maintains the last 400 security events, purging the oldest entry to make
space for a new entry.

Commands will be added to the Wi-Fi module and Wi-Fi subsystem (WFM) to allow
the MCU to request these logs. The Wi-Fi module automatically sends the security log to
the MCU after a completed connection attempt, and the log will be sent 15 minutes after
the connection was disconnected. This mechanism keeps the MCU copy of the security
log up to date. The file on the MCU is stored in the CompactFlash file system (the file is:
HISTLOG/SECURITY.LOG).

The security event descriptions are listed in Table 1 on page 38.
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Table 1. Security Event Log Entries

Security Event

Additional Data

Description

Init Security Log

No security log was present. A new log was started.

WM App Start Up

Firmware version

WM is starting up from a reboot or power cycle.

MCU Time Sync

WM has gotten the current time from the MCU for the
first time since startup.

MCU WLAN Command Wi-Fi Enabled/ MCU has sent a command to enable or disable Wi-Fi
Wi-Fi Disabled connectivity.

Connection Wake Up WM has received a wake up SSID.

Connection Start WM has established a physical Wi-Fi connection.

Connection End Local/Remote Connection has been terminated either remotely (by

LinkStart) or locally (by WM).

Authenticate Start

Begin authenticating client (RSA packet received).

Authenticate Success

Hardware Keys/
Selected Keys

Client authentication successful.

Selected Key 1/2

Key Name

Name of selected keys used for connection estab-
lishment.

Key Check

No valid keys found

During connection establishment the keys were
found to be unusable (expired). The WM will switch to
hardware keys.

Authenticate Fail Reason Client not able to authenticate (e.g. wrong key, wrong
version, etc.).

User Mac Address Mac Address Mac address of client.

User Computer Name Name Computer name of client.

User Dongle SN Serial Number Serial number of dongle attached to client computer
(optional).
User Name Name Windows login name of client.

User Hard Drive

Single Character

Hard drive the client is running LinkStart on.

User Hard Drive SN

Serial Number

Serial number of the drive client is running LinkStart
on.

Alarm Alarm Type An alarm was generated (e.g. Replay Attack, Login
Failed, Rescue Mode, Diagnostic Mode, Cleared).

Login Success Name Client logged in successfully.

Login Fail Name Client failed login attempt.

Configuration File Upload Success/Fail Configuration file was uploaded.

Configuration File Download Configuration file was downloaded.

Firmware File Upload Success/Fail Firmware file was uploaded.

File Upload Failed Sock Error Firmware or configuration upload attempt timed out.

Reboot Requested

LinkStart has request the WM to reboot.

Rebooting

WFM is performing a soft reset.

38
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Wi-Fi Device Status

To see device status, click on Wi-Fi Status button on the Wi-Fi Admin screen. Then, click
on the Done button to close the Device Status dialog box. See Figure 41.

Device Status

Date and Time: 9/10/2012 15:48:26 UTC

Keep Alive Packets Sent: 749
Keep Alive Packets Received: 3,629

Module Session Retry Events: 0
LinkStart Session Retry Events: 0

Alarm State
Replay Attack: Inactive
Login Failure: Inactive

Figure 41. The Device Status dialog box.
The Device Status dialog box automatically refreshes every 10 seconds and displays:
e MCU date and time
e Count of the transmitted and sent keep-alive packets
e Module session retry events
e LinkStart session retry events

Note: A retry event occurs when a DNP packet needs to be resent. It is incremented once
for each packet that needs resending, not for each retransmitted packet. For example,
packet 2 needs to be resent and took 5 retransmits to send it successfully, but the retry
event is incremented only once for this packet. The module session represents Wi-Fi
module retry events (WM sends to LinkStart), and the LinkStart session represents Link-
Start retry events (LinkStart sends to WM). The retry event values are cleared at the start
of each LinkStart connection attempt.

e Alarm state for a replay attack and a login failure (listing all alarms that are active or
inactive)

Note: Replay attack prevention information is preserved on the IntelliRupter fault inter-
rupter. The MCU stores and retrieves this information. This allows a Wi-Fi module to be
changed, and the state of replay attacks will still be reserved. These data are requested by
the Wi-Fi module from the MCU on startup and used to monitor for a replay attack. Each
time a wakeup of the Wi-Fi module occurs, the replay attack file is sent to the MCU. The
MCU stores this file on the compact flash file system as file: SETTINGS/REPLAY.DAT.
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Communication To review Wi-Fi communication statistics, click on the Communication Counters button
Counters on the Wi-Fi Admin screen. Then, click the Done button to close the Communications
Counters dialog box. See Figure 42.

C ications C s
Configuration Changes: 1
Module Up Time: 0 days 01:04:24
WLAN Packets Sent: 3,858
WLAN Packets Received: 12,730
WAN Packets Sent: 0
WAN Packets Received: 0
Device Packets Sent: 1,338
Device Packets Received: 133

Figure 42. The Communications Counters dialog box.

The Communications Counters dialog box automatically refreshes every 10 seconds
and displays:

e Count of configuration changes made directly through LinkStart software

e Count of the received and transmitted packets between LinkStart software and the
Wi-Fi module (WLAN)

e Count of the received and transmitted packets between the Wi-Fi module and
the device

e Count of the received and transmitted packets between the Wi-Fi module and the
external radio (WAN)

Wi-Fi Module Reboot To reboot the Wi-Fi module, select the Reboot Wi-Fi Module option on the Wi-Fi Admin
screen. Click on the Yes button to reboot or the No button to abort. See Figure 43.

WARNING!! u._ [

h\ Are you sure you want to reboot the Wifi Module?

Figure 43. The Reboot Wi-Fi Module dialog box.
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WAN Port Settings To change the WAN port settings, select the WAN Port Settings option on the Wi-Fi
Admin screen. Use the list boxes to enter the desired changes and click the Done button
to return to the previous screen.

The WAN port is a serial port that connects to the WAN radio configuration port in
the IntelliRupter communication module to allow a serial connection from a configuration
application on the PC to the WAN radio. See Figure 44.

WAN Radio Serial Port Settings

Bits per Second  Data Bits Parity

|9500 = |8 =| |none

Stop Bits Flow Control

i1 ;I |nnne :j

Figure 44. The WAN Radio Serial Port Settings dialog box.
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Software Installation This section describes the steps to create and deploy Wi-Fi security keys. Before starting,

obtain two IntelliRupter fault interrupters or two IntelliRupter control modules with
docking stations and communication modules. This also requires a USB flash drive and
two computers, one for the security PC and one for the user PC.

Administrative permissions are required for both computers. A single computer with
multiple profiles can also be used. The user PC needs a Wi-Fi adapter to communicate
with the IntelliRupter fault interrupter control modules. Optionally, a security dongle is
required to deploy the security keys on the user PC.

Install the Security Key Generator and the Security Key Manager software on the
security PC. These programs can also be installed on separate PCs, which provides the
most secure key management.

The Wi-Fi security programs are available in the S&C Automation Customer Support
Portal. However, the security programs are only available to users registered as a security
administrator. To register as a security administrator, contact your local S&C repre-
sentative.

Next, install LinkStart software on the user PC. LinkStart software is included in the
IntelliRupter software installer stored in the IntelliRupter Software workspace located on
the S&C Automation Customer Support Portal. Installer version 3.5.0 or later is required.
The IntelliRupter Screensets, LinkStart, and Wi-Fi Module Firmware options must
be checked. See Figure 45.

IntelliRupter® Software Installer
Choose the items to install.

Each item has its own installer.
Vfion{s}to be  Version(s) Cumently
—nstalled  Installed

[V] InteliRupter Screenset and Applications 351 347,233,329,
1.3.18.3.1.17. 1.76.

[T InteBLINK and Update Utiity 504.51 504.51

[7] SpeedMet Radio Configuration Program 1125 1125

[T] Curve Library 22 22

[¥] LinkStart (WiFi Connectivity) 3211 2161

[¥] WiFi Module Fimware 3211 3161

(] WaveWin FE00 FB.OD

If any of the above Rems is already installed, then checking its box
and clicking Install will allow you to reinstall or uninstall the item.

Select IntelliLINK for Other Products for S8C Automation
Products other than InteliRupter

[T InteBLINK for Other Products 425 423

Some of the above installers install sample files to folders under the Shared Documents folder. §
the user has only read access to files in those folders and needs write access, check the box
below.

| Copy Sample Files to Selected Folder (after Install)

[ Install ]i Done ]

Figure 45. The IntelliRupter Software Installer dialog box.

42

S&C Instruction Sheet 766-522



Wi-Fi Security Key Administration

Key Creation

If necessary, upgrade the Wi-Fi module firmware to version 3.2.0.0 or later before
proceeding.

On the USB flash drive, create four new folders named: stageone, stagetwo,
stagethree, and stagefour.

Use the Security Key Generator program to create the following keys:
MasterIR [to be used as the device master key]
MasterLT [to be used as the mobile master key]
Regionl [to be used as the device key for region1]
RegionlM [to be used as the mobile key for region1]
Crewl [to be used as the crew key for the crewl]

Create each key by entering the names into the Enter the Name for key pair: field.
The key length can be either 128 or 256. Do not configure any of the other options for these
keys. See Figure 46.

Chasse falder for the keys: O use this lolder:

Select Save Folder I CAPrageamDatsfSAC ElectrieiLinkStanm

Enter the Mame for the key pair:

ShartTime | Mame: ShortTime
Sielect the key leagth in bytes:

[128 - Size: 128 bytes, 1024 binte.
Enter opiansl Time Ta Live in days:

h ] Days active: 3

[now| (o012 ] theough 5
l Make Key I Esit I
 Key les: ShorTime.pub | ShariTime.pel

Figure 46. The Security Key Generator dialog box.

Create a key with the name Crew2. Enter “1” in the Enter optional Time To Live
in days: field before clicking on the Make Key button. Then, make a key with the name
Crew3. Enter “1” in the Enter optional Time To Live in days: field and tomorrow’s date
in the Enter optional Activation Date mm/dd/yyyy field before clicking on the Make
Key button.

When only the Activation Date field is entered, the key will be valid for an unlimited
amount of time after the activation date. If only the Time to Live in days: field is filled in,
the key is valid when it is first used by the IntelliRupter fault interrupter for the number
days specified. If both the Activation Date and the Time to Live in days: setpoints are
configured, the key will only be valid after that date for the number of days specified.
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The keys are saved in the LinkStart folder. For Windows 10/Windows 11 they are saved
in the folder: \ProgramData\S&C Electric\LinkStart\. See Figure 47.

Organize = 2 Open Play Include in ibrary = Share with =  » = 0l @
&, Default (C) ~  Name y
‘3 DVD RW Drive (D:) f!f Crewl.pub
- USB(E) @ Crewl.pub

B) Crew3.pub

(E) MasteriR.pub

g} Masterl T.pub

(B RegionlIR.pub

) RegicnlM.pub |=
(B RegionZIR.pub |
() Region2M.pub
4 Crewl.pri

Figure 47. The LinkStart folder.

Security The first time the Security Key Manager is run after installation, the Device Security Archi-
Key Manager tecture Options dialog opens. For this exercise, do not check any of the options, just click
on the OK button to open the Main screen. See Figure 48.

Device Security Architecture Options

I~ Provide for Master Key
" Provide for Regional Specific Keys
™ Provide for Crew Specific Keys

I~ Provide for WiFi Module Access Gredentials

Change Export Directory |

CAProgramData|S&C ElectriciLinkStarty

Figure 48. The Device Security Architecture Options dialog box.
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If the program has already been run and options were selected, click on the Options
button on the Main screen, uncheck all the checked options, and click on the OK button.
See Figure 49. When the Security Key Manager is installed, the default record universal
serial number is automatically created.

The universal serial number can be used to connect to a Wi-Fi module that is not
connected to an IntelliRupter fault interrupter or a docking station, or to an IntelliRupter
fault interrupter, or docking station that has the base memory module (BMM) removed.
See Figure 49.

Double-Click or Press Enter to Edit

H.eoinnl| Crews |W'IH Module acceu|
Serial Number
1 | 00-0000000 | Universal

| Universal Serial Number

Do W R e o I

Figure 49. The Security Key Manager dialog box.
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Right click on the universal serial number record. This opens a drop-down menu. The
black items can be selected and the grey items are not available. See Figure 50.

Double-Click or Press Enter to Edit

Regions | Crews | WiFi Module Access |
Serial Number
1| 00-0000000 Universal | Universal Seri g

hun
Insert ltem

Delete Item
Undelete

Move Up AlrsUp
Move Down Alt+Down

Unszort List

Figure 50. This menu opens when the universal serial number line is selected.

Click on the Insert Item option, enter the serial number for the first device, and enter
the device name (spaces are not allowed in the name) and the device location (spaces are
allowed). Click on the OK button to complete the entry. See Figure 51.

Device Edit
Serial No : Device Name Device Location
|uu—nuuumn Universal Universal Serial Number

08-9001038 | IDS1 Test Center Unit1
[07-1234006 | IDS2 || Test Center Unit 2

Figure 51. The Device Edit dialog box.

Repeat the process for the second device. This time, click on the Settings button and
change the Bits/Sec setpoint to 115200 before clicking on the OK button. See Figure 52
on page 47.
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WiFi Module Settings (Using Universal Record)

WAN Radio Port Settings

Bits{Sec Data Bits Parity Stop Bits  Flow Control

LI !ﬂbllj |none LI 1Ibll;[ |none j

1115200

Use Universal Record n

Figure 52. The WAN Radio Port Settings dialog box.

Exporting Click on the Export button on the Main screen to open the Export Configuration and
Configuration Files Database Files dialog box. Select all entries and click on the Export button.

Exporting without any options selected creates empty configuration files. Loading an
empty configuration file into a Wi-Fi module removes any preexisting keys and causes the
module to revert back to factory default keys. See Figure 53.

Export Configuration and Database Files

00-0000000 Universal Universal Serial Number
08-9001038 IDS1 Test Center Unit 1
07-1234006 IDS2 Test Center Unit 2

Open Export Dir

Figure 53. The Export Configuration and Database Files dialog box.
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The keys are automatically stored in the Export directory. Save these files in the
stageone folder on the USB thumb drive for later use. The Export function automatically
overwrites pre-existing files that have the same serial number or name. See Figure 54.

.« SBCElectric » LinkStart » v | 43 | Search LinkStart )
Organize v [ Open  Play  Includeinlibrary v » = [0 @
U Searches *  Name 2
4. Tracing

B install. 00-0000000.wm

J Workspaces B install 07-1234006.wm
% Computer [ B install.08-9001038.wm
& Defautt () 3
&4 DVD RW Drive (D:) I'?i
- USB (E) L1 P p— Z
-

Figure 54. The LinkStart folder.

Click on the Options button on the Main screen, check the Provide for Master
Keys option, and click on the OK button. The Master Key button is now shown in the
bottom section of the Main screen with text at right. See Figure 55.

Version 3.2.1.2

Double-Click or Press Enter to Edit

‘ Serial Number Device Location
1 | 00-0000000 | Universal |

| Universal Serial Number
2 08-9001038 Test Center Unit 1
3 07-1234006 Test Center Unit 2

e e e W o e (e

Figure 55. The Security Key Manager Main screen.
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Click on the Master Key button, select the MasterIR option as the Device Master
Key setting and the MasterLT option as the Mobile Master Key setting. Click on the OK
button. See Figure 56.

Master Key Set

Figure 56. The Master Key Set dialog box.

The key names now appear on the Main screen next to the Master Key button. See
Figure 57.

Serial Number

| 00-0000000 | Universal | Universal Serial Number
08-3001038 Test Center Unit 1
07-1234006 Test Center Unit 2

ol e |
e e e |

Figure 57. Key names shown displayed next to the Master Key button.
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Click on the Options button, check the Provide for Regional Specific Keys check box,
and click on the OK button.

Then, click on the Regions tab followed by the Insert button on the Main screen. See
Figure 58.

Double-Click or Press Enter to Edit

Devices [TTTTEN
Region Name | Mobile Key

=
e e e e e e e

Figure 58. The Security Key Manager Main screen.

IntelliRupter fault interrupters can be added to a region by selecting a device in the
Unassigned Devices list and by clicking on the Double-Arrow button. Select one Intel-
liRupter fault interrupter for Region 1. Then, enter “Regionl” in the Region Name field,
select the Region1IR option for the Device Key field, select the Region1M option for
the Mobile Key field, and click on the OK button. This completes the creation of Regionl.
Repeat the process to create Region2. See Figure 59.

Region Edit
Devices in this Region
Region Name. Device Key SM Eqpt ID

[Region1 ‘lnguimm

Figure 59. The Region Edit dialog box.
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After entering the regions, click on the Export button on the Main screen, select both
regions, and click on the Export button on the Export Configuration and Database Files
dialog box. A folder is created in the ProgramData>S&C Electric>LinkStart folder for each
selected region.

Each folder contains the key pairs needed for a mobile device to connect to that
region’s IntelliRupter fault interrupters, a new LSDB.txt database file, and a Wi-Fi configu-
ration file for each IntelliRupter fault interrupter in the region. The configuration files each
contain an IntelliRupter fault interrupter serial number in the file name. See Figure 60.

Export Configuration and Database Files

Organize » = Open Play Include in library Share with Burn New folder

1. DRAWINGS-Visio % Narne Date modified
| I Regionl 9/11/2012 9:55 AM
L. Region2

Ko)\.)¥ | <« ProgremData » S&CElectric » LinkStart » Regionl - Search Region] »

Organize v Include in library = Share with » Play all Bumn New folder =+ 0 @

4. Oracle “*  Name Date modified
¥ Saved Games
I Searches
). Tracing
i Workspaces
1 Computer
&, Default (C:)
4 DVD RW Drive (Dx)

B install. 08-9001038.wm 9/11/2012 %:55 AM
| LSDB.txt 9/10/2012 6:12 PM
(] RegionlIR.pub 9/3/201211:11 AM
7| RegionlM.pri 9/3/2012 11:11 AM

Figure 60. The LinkStart>Region1 folder contents.

Save each of the region folders to the stagetwo folder on the USB thumb drive.
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When the Regionl configuration file: install.08-9001038.wm is decrypted, notice the
Regionl folder only contains the Regionl key files Region1IR.pub and Region1M.pri,
and the configuration file also contains the master key pair. To create an administrative PC,
copy the MasterIR.pub and MasterLT.pri key files and the LSDB.txt database file to the
LinkStart folder of the target PC. See Figure 61.

Config File Decryption

Select File To Decrypt Decrypted File Contents
install.08-9001038.wm install.08-3001038.wm

Timestamp 097112012 16:41:03 UTC
CRC calculated 13E34A73 Matches
File 08-9001038.ini Size: 31

Ini: <admin user noradio 9600 8 N 1 N>
File MasterIR.pri Size: 992 ‘

Size: 3808 Flags D0DOODDT ‘

File MasterLT.pub Size: 416
File Region1IR.pri Size: 993
File Crewl.pub Size: 413
e CrewZ.pub Size: 413

Figure 61. The Config File Decryption dialog box.

Click on the Options button on the Main screen and check the Provide for Crew
Specific Keys check box. Leave the Provide for Master Key and Provide for Regional
Specific Keys check boxes checked as well, and click on the OK button. Click the Crews
tab on the Security Key Manager Main screen, and click on the Insert button on the
Main screen to open the Crew Edit dialog box. See Figure 62.

Create four crews, and name them Crew1, Crew2, Crew3, and AdminCrew. Match
them with their identically named keys that were created earlier.

For the AdminCrew, select “<MasterKey>" for the Crew Key field. Assign Regionl to
Crewl, Region2 to Crew2, and Regionl and Region2 to Crew3.

Remember, Crew2 will only work for one day after it is first activated, and Crew3 will
only work tomorrow. The MasterCrew does not get regions assigned to it because it auto-
matically gains access to all IntelliRupter fault interrupters through the master keys. See
Figure 62 on page 53.
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 [Regiont

Crewd
|<Masterkey>

Figure 62. The Crew Edit dialog box.
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When crew assignment is completed, click on the Export button on the Main screen,
select all crews, and click on the Export button on the Export Configuration and Database
Files dialog box to create the crew files.

Configuration files incorporating the master keys, the regions, the crews, and the
corresponding crew keys will be saved in the LinkStart folder. These files will be saved
with the corresponding keys for each crew in a folder with the same name as the crew.

Save these folders in the stagethree folder in the thumb drive. See Figure 63.

Export Configuration and Database Files

Crewl
Crew2
Crew3

MasterCrew 1

.‘ . %« ProgramData » S&CElectric » LinkStart » - Search LinkStart 2

@Open - Burn
B My Videos

[#. NetHood

. Oracle

[#). PrintHood

(#l, Recent

Organize « New folder

Organize » Include in library = Share with « Bumn

2. SendTo A
[#). Start Menu
[#: Templates
1. Tracing

/% Workspaces

Organize « Include in library « Share with + Burn
@ SendTo
[#). Start Menu
2. Templates
1. Tracing
. Workspaces
1% Computer
&, Default (C:)
&3 DVD RW Drive (D:)

Figure 63. The expanded LinkStart folder.

New folder
Name

3] Crewl.pri

E install.08-9001038.wm
| LSDB.be

[ RegionlIR.pub

New folder
Name

B install 07-1234006.wm
B install.08-9001038.wm
| LSDB.bt

[E) MasterR.pub

4] MasterLT.pri

T

Date medified

0

9/11/201211:41 AF—

9/11/2012 11:41 At
9/11/2012 11:41 At
9/11/2012 11:41 At

Date modified

9/3/201212:31 PM
9/11/201211:41 AM
9/10/2012 6:12 PM
9/3/201211:11 AM

=~ 0 @
Date madified

9/11/2012 11:41 AM
9/11/2012 11:41 AM
9/10/2012 6:12 PM
9/3/2012 10:48 AM
9/3/2012 12:50 PM

The Master Crew folder contains all of the configuration files, while the crew folders
only contain the IntelliRupter fault interrupters from the region the crew is assigned to.
Also notice the difference in keys contained in the Crew1 folder compared to the Master-

Crew folder.
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Click on the Options button on the Main screen and check the Wi-Fi Module Access
Credentials check box. Leave the Provide for Master Key, Provide for Regional Specific
Keys, and Provide for Crew Specific Keys check boxes checked.

When a Wi-Fi module access credential is created, the credential password requires a
minimum strength. An acceptable password meets the following requirements:

e Minimum of eight characters in length, maximum of 24 characters
e (Contains at least one uppercase letter (A-Z)

e (Contains at least one lowercase letter (a-z)

e C(Contains at least one number (0-9)

e Contains at least one symbol ! @ #$% " &*()-=_+)

e No spaces between characters

User and admin names can be 1-33 characters long, containing no spaces, and must
be unique.

The access level for an entry has two options: Admin or User.

A Wi-Fi module access credential is a name and password pair used for logging in
to the Wi-Fi Administrative screen of the LinkStart software. Create the user name,
password, and access combinations shown below.

With the Wi-Fi Module Access tab selected in the Main screen, click on the Insert
button to open the Wi-Fi Module Access Credentials Edit dialog box and create three
users. Name the first “Admin,” and give it the password “irtAdminl” and the access level
“Admin.” Name the second and third “Userl” and “User2.” Set the passwords as “irtUserl”
and “irtUser2.” Set the access level “User” for each. See Figure 64 on page 56.
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File Edit Tools

Double-Click or Press Enter to Edit

Dmugl Regi | (W WiFi Module Access
User Name Password Access
1 | Admin intAdmin1!
Z Userl itUser1! User
3 User2 itUser2! User
WiFi Module Access Credentials Edit

User Name Password Access
[Admin [itAdmin1t Admin ~ I
Copy Record Paste Record OK

Options Decrypt Files Export

Insert Delete Undelete Move Up Move Down Save Exit

Figure 64. The Wi-Fi Module Access Credentials Edit dialog box.
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Click on the Devices tab and select a device. This opens the Device Edit dialog box.
Click on the Settings button to open the Wi-Fi Module Settings (Custom Settings) dialog
box. Note the Wi-Fi Module Passwords option is no longer available on the Wi-Fi Module
Settings (Custom Settings) dialog box. See Figure 65.

|
5 :

Version 3.2.1.2 ‘

Double-Click or Press Enter to Edit

LT Regions | Crews | WiFi Module Access |
| | Serial Number | Device Name | Device Location
1 00-0000000 Universal Universal Serial Number

| 08-9001038 5 Test Center Unit 1
3 07-1234006 Test Center Unit 2

WiFi Module Settings [Custom Settings)
| serslNo  Device Name

00-0000000 “ Universal WAN Radio Port Settings

jlo-0010=3 jfpi&t | BitsiSee DataBits  Parity  StopBits  Flow Control
W [115200 =] [svit =] Jnone <] [1bit ~] |none =

ey

=

Figure 65. The Wi-Fi Module Settings (Custom Settings) dialog box.

Decrypt the Crew1 configuration file named install.08-9001038.wm. It should be in the
stagethree folder. If it isn’t there, make sure to save a copy there before proceeding. Look
at the line beginning with “Ini:” and note the first line below it contains file “MasterIR.pri
Size:992.” See Figure 66.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-9001038.wm install.08-9001038.wm
Size: 2880 Flags 00000001
Timestamp 09/11/2012 18:36:14 UTC
CRC calculated 66FIDAZ23 Match

File 08-9001038.ini Size: 33
Ini: <admin user noradio 115200 8 N 1 N>
File password.pw Size: 58
|File MasterLT.pub Size: 416
File Region1IR.pri Size: 993
File Crewl.pub Size: 413
File Crew2.pub Size: 413

Figure 66. The Config File Decryption dialog box.
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USB Dongle

Click on the Export button on the Main screen, select all the available crews, and
click on the Export button on the Export Configuration and Database Files dialog box.
The configuration file install.08-9001038.wm in the Crew1 folder has now been overwritten.

Decrypt the configuration file again and notice the first file below the line beginning
with “Ini:” now contains “File password.pw Size 58.” The password.pw file contains
credentials created in the Wi-Fi Module Access tab. Folders Crew], Crew2, Crew3, and
MasterCrew have been overwritten or recreated with the new password.pw file added to
each. Save these folders to the stagefour folder on the USB dongle. See Figure 67.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.08-9001038.wm install.08-9001038.wm -
Size: 2880 Flags 00000001 F

Timestamp 09/11/2012 18:38:14 UTC

CRC calculated 66FIDAZ3 Matches

File 08-9001038.ini Size: 33

Ini: <admin user noradio 1152008 N 1 N> 3

File password.pw Size: 58

File MasterLT.pub Size: 416

File Region1IR.pri Size: 993

File Crewl.pub Size: 413 i

File Crew2.pub Size: 413 - l

v |||

Figure 67. The Config File Decryption dialog box.

When using a USB dongle, close the Security Key Manager program and plug the dongle
into a USB port. Restart the Security Key Manager program and notice the Main screen
now has a View Dongle button.

Click on the View Dongle button to open the dialog box. Click on the Read Dongle
button. If the dongle is empty and ready for use, the message shown in Figure 68 opens.
If prompted for a password instead, the dongle already contains data. Reformatting the
dongle erases its contents and passwords, making it available for new data. See Figure 68
on page 59.
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View Dongle

Read Dongle Format Dongle “

Do W e e R

Figure 68. The View Dongle dialog box.

Close any open dialog boxes and click on the Export button on the Main screen.
The Export Configuration and Database Files dialog box now has an Export to Dongle
button. Click on the Export to Dongle button and a prompt opens to create an admin
password and user password. The dongle has the same password requirements as the
Wi-Fi Module Access credentials. For this example, use “irtAdmin1!” for the admin
password and “irtUser1!” for the user password. Enter the passwords and click on the OK
button to complete the export. See Figure 69.

Export Configuration and Database Files

OK I

Figure 69. The Setup Passwords for Dongle dialog box.
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Exit the Export Configuration and Database Files dialog box, and click on the View
Dongle button on the Main screen. Enter the admin password “irtAdminl!,” when
prompted, and the contents of the dongle will be displayed. See Figure 70.

View Dongle

Serial Number: 5
User Password: intUser1!

Private Keys: Crewl
Public Keys: RegionlIR
Number of Keys: 2

Bytes Free: 48853

Figure 70. The View Dongle dialog box.

When a dongle is connected to the user PC and LinkStart software is first started, the
Enter Password to Access Dongle dialog box opens. See Figure 71. Without the correct
user password, LinkStart software cannot connect to an IntelliRupter fault interrupter that
has been encrypted with the keys in the dongle.

(i
[

m WiFi Connection Mar'larfl'é'ﬁ t

I Version 3.2.2.1

Connect to a Device

Device Name: |

Device Location: [

Serial Number: [ 08-9001020

Figure 71. The Enter Password to Access Dongle dialog box.

Now that the configuration files, corresponding keys, and the dongle are set up, Intelli-
Rupter fault interrupters can be connected through the LinkStart program.
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To use the keys, Wi-Fi firmware version 03.02.01.01 or later must be installed in the
Wi-Fi module. If this hasn’t been done, connect to the IntelliRupter fault interrupter and
update the Wi-Fi module firmware. Review the “Uploading Wi-Fi Firmware” section on
page 36 before proceeding.

An administrative login is required to transfer keys from the USB thumb drive to the
user PC. After transferring the files, log in as a user before connecting to the IntelliRupter
fault interrupter. Be sure when sending a configuration file to the IntelliRupter fault inter-
rupter it has a matching serial number. For example, when connecting to ISD1 with serial
number 08-9001038, the configuration file should be install.08-9001038.wm.

Re-keying an IntelliRupter fault interrupter implies the keys are already installed and
anew WM configuration will be uploaded that contains different keys. The present keys,
the new keys, and the new configuration file all need to be in the default LinkStart folder
before connecting to the LinkStart program.

First, connect to the LinkStart program with the present keys. Then, select “Tools,”
click on the Wi-Fi Administration option, and log in with an admin access-level
username and password. Then, click on the Transfer Wi-Fi Settings button and send
the new configuration file. Subsequently delete the old keys from the LinkStart folder,
disconnect from the IntelliRupter fault interrupter, and reconnect using the new keys. This
verifies the configuration file was successfully installed and the new keys work.

Be careful when deleting keys. Always make sure they are backed up
somewhere before proceeding. If the keys in a module are lost, the Wi-Fi
module cannot be accessed, and it must be returned it to the factory to be reset
to the factory default settings.

Paste the files in the Regionl folder in the stagetwo folder on the USB thumb drive into
the LinkStart folder on the user PC. The default directory for LinkStart files is \Program-
Data\S&C Electric\LinkStart. This directory is a hidden directory. It is necessary to use the
Folder Options>View>Show hidden files and folders command to see the content.
Press the <Alt> key to expose the tool bar and select the Tools>Folder options... option.
See Figure 72 on page 62.
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l 4 tems

[ AopiytoFoldes | | ResetFoldes |
1 Fies and Folders
| w USB(E) » WiFi-Keys » stagetwo » Regionl [C] Anways show icons, never thumbnais
- [C] Mways show menus
L (4] Displayfil icon on thumbnais
Docaam|| (MErorelane V] Display file size information in folder tips
{5l Recert | Disconnectnetwork drive.. it [] Display the ful path in the title bar (Classic theme only) |
I Saved Gar Open Sync Center... 5 ) ). Hidden files and folders
B searches | Forderoptions. &) diegion © Dont show hidden files. folders.or dives
B SendTo | i 7] diRegion @ Show hidden files. folders, and drives
B install 8- [T] Hide empty drives in the Computer folder
N St e ] L50B.bt [7] Hide estensions for known file types
[ Templates [—| Hide N ing system files (R M ",l
L Tracing
i Workspaces
% Computer v Restore Defaults

“You can apply the view (such as Details or lcons) that
you are using for this folder to all folders of this type.

Figure 72. The Folder Options dialog box.

There are two key files named Regionl. The file Region1.pub represents half of the
device key pair, and the file Region1M.pri represents the other half of the mobile key pair.

See Figure 73.

| =« USB(E) » WiFi-Keys » stagetwo » Regionl v | #3 @ Search Regionl »
Organize = Sharewith ~  Bum  Newfolder =~ [ @
[AL, Recent *  Mame Date modified
B S Caiies ) Regiont pub 8/21/20124:58 PM
¥ Searches o
T 1] RegienlM.pri 8/21/2012 4:58 PM
o S“" ': B install08-9001038 wm /2172012 5:31 PM
[l Start Menu ]| L] LSDB.bt /2172012 4:36 PM
[ Templates
b Tracing
5 Workspaces
1% Computer - 4] m ] '
, 4 items

Figure 73. The Wi-Fi Key Generator screen.

When the files have been transferred, log in as a user and launch the LinkStart
program. If the first IntelliRupter fault interrupter has no keys installed in it, click on the
Connect button on the LinkStart screen. If it does have associated keys, make sure those
keys are in the LinkStart folder before starting the LinkStart program.
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Using LinkStart

Follow these steps to connect to the first IntelliRupter fault interrupter by launching the
LinkStart program:

STEP 1. Sselect the Tools tab, and click on the Wi-Fi Administration option on the
LinkStart Main screen. See Figure 74.

m WiFi Connection Manageme

|| File Edit | Tools

IntelliLink
Download Utility

- . B Version 3.2.2.1
WiFi Administration Ctrl+A

Detailed Logging

Device Name: |

Device Location: |

Serial Number: [08-0001020 |

Disconnect | Intelitink | Download utiity |

Figure 74. The LinkStart Main screen.

STEP 2. If the LinkStart program was started by clicking on the IntelliLink button,
cancel the IntelliLink login request and select the File>Exit option. Then, click
on the Leave Connected button to access the LinkStart Main screen. See
Figure 75.

InteliLINK wil now dose.
‘What would you like to do about the WiFi connection?

(Disabie Wi Access | | Disconect | |Leave Connected | | Cancel |

Figure 75. The IntelliLink will now close dialog box.
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STEP 3.

| WAN Port Settings
| WiFi Passwords

| Transfer WiFi Setlings | <= Update Availabl.

Select the Tools tab and click on the Wi-Fi Administration entry to open the
Wi-Fi Administration screen. If the device has not been keyed, use the factory
default password. Then, click on the Transfer Wi-Fi Settings button. See
Figure 76.

Transfer Encrypted WiFi Settings File

Send File to WiFi Module: Send |

| Transfer Security Logs_|

Reboot WiFi Module I

Get File from WiFi Module: Get |
[_Apply | T Override Base Memory at next power-on

Settings File in WiFi Module: 03/05/2012 12:56 UTC 0=00000001
Mo Settings File available.

Figure 76. The Transfer Encrypted Wi-Fi Settings File dialog box.

STEP 4.

STEP 5.

Transfer Encrypted WiFi Settings File

Send File to WiFi Module: Select and Send

Get File from WiFi Module:

Capply | ™

Settings File in WiFi Modul

In the bottom left corner of the screen it should display “Settings File available.”
Click on the Send button. If it does not say “Settings File available,” holding
down the <Ctrl> key on the keyboard and the Send button simultaneously will
change to “Select and Send.”

Click on the Select and Send button and browse to the required configuration
file. For the example shown in Figure 77, the file is install.08-901038.wm. Select
the file and click the Open button to begin the transfer. The control key only
changes the Send button to “Select and Send” if there are multiple firmware files
in the active LinkStart directory. See Figure 77.

o oy A
)

€ | e« USB(E) » WiFi-Keys » stagetwo » Regionl = [ 4]

No Settings File available. Qrganize = New folder =~ 0 @
L&..Stort Menu . Mame . Date modified [ T
T
(8 Templates =) install 08-9001038 wm §/21/2012 531 PM
i Tracing -
. Worksp
1 Computer
&L, Default (C:)
<3 DVD RW Drive (0:) - |
|
- USB (B} ~
1. Omicren Training
4 Replay
L. WiFi-Keys
# drawingfiles (V\chicago.sandc.ws) (H) - 1 m | '
File name: ~ | Configfiles -
Con J [ e ]

Figure 77. The Transfer Encrypted Wi-Fi Settings File dialog box.

64

S&C Instruction Sheet 766-522



Wi-Fi Security Key Administration

STEP 6. Now, exit the LinkStart program and delete any other files except the ones
copied from the Regionl folder. Reconnect to the first IntelliRupter fault inter-
rupter. Click on the IntelliLink button and log in to verify proper operation.

STEP 7. Save a snapshot by clicking on the File menu and then on the Save Snapshot
entry. Then, click on the Tools>Compact Flash Access... entry and download

an event log. These helpful files are for diagnostic purposes or for restoring the
settings in a control.

STEP 8. Disconnect and exit the LinkStart program.

STEP 9. Use a second PC and try to connect to the first IntelliRupter fault interrupter
with Region2 keys from the stagetwo folder. The LinkStart program should not
connect. If a second PC is not available, hide the Region 1 keys in a temp folder
and install the Region 2 keys.

STEP 10. Go to \Users\Public\Documents\S&C Electric\LinkStart for Windows 10/
Windows 11 and open the Wi-Fi log file with the most recent date. Note the
statement “Authentication Failed: No Matching Keys,” followed by “Sending
DISCONNECT Message.” See Figure 78.

20: WM Hardware: WIEM
20120810 11: SD 02 730 A0S Read WM Key File Names
20120810 11: 5 i Key count: 3; Length: 43
20120810 11 .? received Key File Name auffer Length: 43
20120810 11 Find matching RSA Keyset
WM Key File: MasterkeyIR.pri M| Connecttoa Device

Device Name lﬁmiss

WM Key File: MasterKeylLT.pub
key File: crawl,:gL

o51n .
c!osing Rssn’hrgaa lhr
Stopping LDP AESCOM sridge no. 1 Thread
Stopping VCom Router Threa
peinitializing version 3 messagmg
unable to stop Inbound Monitor Thread
closing keepalive Socket
o rRemoving Connection Profile
11 5D!D-I 493 A28 pisconnected

Figure 78. The Wi-Fi Connection Manager dlalog box.
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Installing a

Configuration File

Use a PC with the correct “keys,” and re-connect to the first IntelliRupter fault interrupter.

Install the configuration file for Crew1 in the stagethree folder into the first Intel-
liRupter fault interrupter. Then, install the configuration file for Crew2 into the second
IntelliRupter fault interrupter using the same method described above. Notice the
difference in the key pairs. Compare these to the key pair in the AdminCrew folder. See
Figure 79.

COER | « Programbata » S&CElectiic » LinkStart » Crew? S

Organize ~ Include in library Share with ~ Bum New folder =~ 0 @
@), Start Menu = Name Date modified
i T lat: \
. b = |7 Crew2.pri 9/10/2012 2:20 PM
)« Tracing :
B install.08-9001038.wm 9/11/2012 1:56 PM
i Workspaces ’
. C L LSDB.tt 9/11/201212:19 PM
e ute
otz ol (] RegionlIR.pub 9/3/2012 11:11 AM
£, Default (C:)
[E=SFE)
i) .. « ProgramData » S&C Electric » LinkStart » MasterCrew - Search MasterCrew yel
Organize + Include in library = Share with Play all Burn New folder v (i @
(&), Start Menu “  Name ‘ Date
g T lat:
® em_p e B install 07-1234006.wm 9/11/2012 11:41 AM
1. Tracing . Py =
B install. 08-5001038.wm 9/11/2012 11:41 AM
i Workspaces :
= C 3 = L5SDB.txt 9/11/201212:19 PM
18 Computer L
P ) MasterR.pub 9/3/2012 10:48 AM
£, Default (C:) : E
3 . 7] MasterlT.pri 9/3/201212:50 PM
é‘ DVD RW Drive (D:)
- USB (E:) helfiI L J ¥
, 5 items

Figure 79. The Crew2 and MasterCrew folders.

After sending the configuration file to the second IntelliRupter fault interrupter, exit
the LinkStart program, and try to reconnect with the Crew1, Crew2, Crew3, and Admin-
Crew keys from the stagethree folder. The second IntelliRupter fault interrupter should
only connect with the Crew2 and AdminCrew keys.

The default directory for LinkStart files is C:\ProgramData\S&C Electric\LinkStart. This
directory is a hidden directory. It will be necessary to use the Folder Options>View>-
Show hidden files and folders option to see the content. See the example above.

To simulate a time change, advance the time in the IntelliRupter control to tomorrow’s
date. This is done by selecting the Tools>Set Control Clock... option when connected
with IntelliLink software. See Figure 80.

&1 S8C InteliLINK® F IntelliRupter - |
5] File Connection Data . Tools | Window Help —
. Compact Flash Access... ]
lnte" I: Options...
P U I Se Set Control Clock...
[11 Sep 2012 L rwrrc s,

Figure 80. The IntelliLink Main screen.
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Try connecting with each crew key again. For the first IntelliRupter fault interrupter,
only Crew1, Crew3 and AdminCrew should connect. Remember the time controlled key

for Crew3 was set to activate 24 hours after its creation. For the second IntelliRupter fault
interrupter, only Crew3 and AdminCrew should connect. Crew2 will not be able to connect

any longer because its Time to Live in Days setpoint has expired.

Remove the Crewl, Crew3, and AdminCrew keys and verify the first IntelliRupter fault

interrupter cannot be connected.

If there is a USB dongle, close the LinkStart program, insert the dongle, and restart the

LinkStart program. When prompted, enter the user password, “irtUserl!,” in the example

being used. Now, verify that IntelliRupter 1 can be connected.
Remove the USB dongle and install the Crew1, Crew3, and AdminCrew keys.

The only difference between the stagethree and stagefour configuration files is the
stagefour file has Wi-Fi Module Access Settings. Rekey the first IntelliRupter fault inter-
rupter with the stagefour configuration file that matches its serial number. Connect with

the LinkStart program and click on the Wi-Fi Admin button. Now, check whether the
credentials created above can be accessed. See Figure 81.

Version 3.2.1.2
Double-Click or Press Enter to Edit

Devieesl Regi | (Wil WiFi Module Access

User Name
1 | Admin | itAdmini!
2 Userl inUserl!
3 User2 inUser2!

WiFi Module Access Credentials Edit

User Name F ~ Access

I O e N e

Figure 81. The Wi-Fi Module Access Credentials Edit dialog box.

S&C Instruction Sheet 766-522

67



Wi-Fi Security Key Administration

To conclude the exercise, remove the security keys with the empty configuration file
stored in the stageone folder.

Use the same re-keying approach and transfer the empty configuration files in the
stageone folder of the USB thumb drive to the IntelliRupter fault interrupters. This will
remove the security keys. Delete all the files and folders from the LinkStart folder on the
user PC to return it to its original state. Then, connect to each IntelliRupter fault inter-
rupter to verify the keys have been removed.

When there is a USB dongle, install the dongle and restart the Security Key Manager
program. Click on the View Dongle button on the Main screen, click on the Format
Dongle button on the View Dongle dialog box, and click on the OK button to reset the
dongle to the default state.
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The Wi-Fi configuration file can be sent to an IntelliRupter fault interrupter by using Intelli-
Link® Setup Software. The latest IntelliRupter fault interrupter software must be installed
on both the IntelliRupter fault interrupter and the portable computer. The configuration
file is saved in the IntelliRupter compact flash memory, and the file is installed from the
compact flash memory.

Follow these steps to send a Wi-Fi configuration file:

STEP 1. Copy and rename the Master Key Configuration file from install. XX-XXXXXXX.
wm to WIFICTRL.WFM.

STEP 2. Log in to the IntelliRupter fault interrupter with IntelliLink Setup Software.
STEP 3. In the IntelliLink software menu bar select, “Tools>Compact Flash Access....”
STEP 4. Navigate to the compact flash settings folder.

STEP 5. Navigate the PC file system to the location of the renamed WIFICTRL.WFM
configuration file. Users may need to allow “view system files” in the Tools>Op-
tions menu. See Figure 82.
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Figure 82. The Compact Flash Explorer screen.

STEP 6. Upload the WIFICTRL.WFM file from the PC File System to the compact flash.
Users may need to select the YES button to overwrite the existing file.

STEP 7. Close the Compact Flash Explorer program. In the IntelliLink software menu,
select “Setup>Communications>WiFi.”
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STEP 8. On the Wi-Fi screen, click on the Install button. Then, select the Transfer

Configuration option and click on the OK button to load the new Wi-Fi settings
file from the Compact Flash memory.

STEP 9. Verify the transfer status has completed. See Figure 83.

B SEC Intefiitink Setup Softwars [605.6] o @8
File Connection Data Tools Heip
LTI A @ W Validate o Apply % Reset
5! IntelliRupter® E‘I’l_emw CDG16 Location: HWY 43 JUST NORTH OF CELESTE RD. Settings Reset
WAlW  PuseCioser ey - o)
DNP | Senial Ports Ethemet L
IntelliTeam SG 'WiFi Identification
= Geneval Firmware Version 3161
4 Prolection MAC Address 00:40:90: 32:4A EF
General Profile 1
General Profile 2 Serial Number 08-0602170
General Profile 3
General Profile 4 WIF] Status
xﬁf{"‘: Tag 4 Startup Exchange Sequence 08 - Link to WiFi Active
Closing Profile 2 Keepalive Status Keepalive Active
Cold Load Pickup
Advanced Setup Base Memory Access Status  WiFi Signature Record obtained
4 feskorubon Transfer WiFi Configurati
InfelliTeam SG =
Loap Note: The following commands will take place immediately. There is no need to Validate or Apply settings.
Commurications g " L
Point Mapping WiFi Settings File to Compact Flash
Securily (Save |
Validate/Apply ——d
Matering Bytes Transferred 0
Diagnosfics
Logs Transfer Status Ready
New WIFi Settings File From Compact Flash
Install
Bytes Transfered 0
Transter Status Ready
Snapshot: C:\Usersirob. thomas\DeskioplIR 3.5.1.vm | Refresh Mode: Auto, at 1000ms. | Rofresh: 1:10:12 PM Refresh: |5_m£ RW

Figure 83. The Setup>Communications>Wi-Fi screen.

STEP 10. To check whether this procedure completed correctly, take the portable PC to
the IntelliRupter fault interrupter in the field and log in via the Wi-Fi connection
with the proper keyset.
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The first record of the database is displayed the first time the LinkStart program is run.
See Figure 84.

m WiFi Connection Management

File Edit Tools

Connect to a Device

Device Name: |Uni~rer:-'.a| | Prey |

Device Location: | Universal Serial Number

Serial Number: | 00-0000000 |

Figure 84. The Wi-Fi Connection Management dialog box.

Click on the Clear button to prepare the LinkStart program to search for a character
or string of characters that appear anywhere in the main database file. See Figure 85.

[ oo =]

File Edit Tools

Connect fo a Device

Device Name:

Serial Number:

|
Device Location: |
|

Figure 85. The Connect to a Device dialog box.
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Typing even a single character in the Device Name field opens a drop-down list of
matches. See Figure 86.

. Connect to a Device

Device Name: |EI
Device Location: |
Serial Number: |

| Connect

e T B
| Belkin USB Wirele:

| Prev | Next | ”

07-00039014 GPOODO1 Yest end of first river road
07-0009033 GP33582 Jefferson road

07-0009050 GP11331 Framingham A West
07-0003052 PC78961 Forlunata Ln

| 08-0004159 GP12678 Carner of main and cherry in Duval

07-0009063 PC54321 Folderol Rd
07-0009064 GP65434 Tenth and Forrest
D07-0009070 GP23451 FortySeventh
07-1204576 RC66767 Creekside Cafe on tenth
07-0009083 GP56776 Frontal Lobe Road

Figure 86. The drop-down list of matches.

Typing another character narrows the search results. See Figure 87.

. Connect to a Device

Device Name: [Fi

Prev | Next |

Device Location: |

Serial Number: |

I Clear |

07-00038050 GP11331 Framingham A West
07-0009083 GP56776 Frontal Lobe Road

| Belkin USB Wireless Adaptor.

Figure 87. More typed characters narrow the search result.
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Clicking on an IntelliRupter fault interrupter entry in the match list causes that device
to be selected. Then, click on the Connect button. See Figure 88.

File Edit Tools

Version 3.2.2.1

Connect to a Device

Device Name: | Universal | Prev | Next |

Device Location: | Universal Serial Number |

Serial Number: | 00-0000000 | Clear | 1

Figure 88. The Connect to a Device dialog box.

When the IntelliRupter Installer has been loaded on the portable PC, follow the proce-
dures outlined in the “Connecting to an IntelliRupter Fault Interrupter” section on page
30 for each IntelliRupter fault interrupter to be configured.

For the most secure key management, copy only those files needed to a specific
portable PC. After the IntelliRupter fault interrupters have been configured with master
keys, remove the .WM file from the PC that uploaded the master keys.

Copies of the original key files should be saved in a secure place. If all copies of a key
are lost, there is no backdoor to re-create the key.
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When the Wi-Fi module security keys have been configured, there is no way to gain
access to an IntelliRupter Wi-Fi module without using the correct security keys. If the
keys are lost, the communication module must be returned to S&C to have the factory
default restored. When the configured security keys are available, the factory default
keys can be restored at any time with the following procedure.

To remove configured keys and restore the factory default security keys, run the
Security Key Manager program. From the Main screen, click the Options button and
uncheck all items shown in Figure 89. Click the OK button. Click the Yes button on the
confirmation dialog box.

Device Security Architecture Options

" Provide for Master Key
[~ Provide for Regional Specific Keys
I~ Provide for Crew Specific Keys

I~ Provide for WiFi Module Access Credentials

! Change Export Directory

\ProgramData{S&C ElectriciLinkStart}

Figure 89. The Device Security Architecture Options dialog box.
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The Master Key button has now been removed from the Main screen. See
Figure 90.

B —
5 /ﬁ
/"s[: ‘

Double-Click or Press Enter to Edit

Serial Number Device Name
1 | Universal | Universal Serial Number
2 08-0008734 IRPC1005 First Cross after Johns Road MP27
3 08-0008736 IRPC1006 Johns Road MP32
4 08-0008737 IRPC1007 Jims Road at rail grade crossing

oo | o] e
N TN T O O N

Figure 90. The Security Key Manager screen.
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Click on the Export button on the Main screen, select the Universal Serial Number,
00-0000000, and click on the Export button on the Export Configuration and Database
Files dialog box to generate an empty key file. See Figure 91. Loading the empty key file
overwrites the existing key file, removes the security keys, and re-enables factory default.

Export Configuration and Database Files

08-0008734 IRPC1005 First Cross after Johns Road MP27
08-0008736 IRPCI1006 Johns Road MP32
08-0008737 IRPC1007 Jims Road at rail grade crossing

Open Export Dir

Figure 91. The Export Configuration and Database Files dialog box.

Examine the Universal Configuration file generated after all the security key options
were unchecked. Notice there are no key files listed at the bottom of the list on the left.
Compare the Figures 92 and Figure 93 on page 77.

Config File Decryption

Select File To Decrypt Decrypted File Contents

install.00-0000000.wm install.00-0000000.wm
Size: 64 Flags 00000001
Timestamp 09/09/2012 12:56:56 UTC
CRC calculated 016C1FC2 Matches
File 00-0000000.ini Size: 31
Ini: <admin user noradio 9600 8 N 1 N>

Figure 92. The Universal Configuration file generated.
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Config File Decryption

Select File To Decrypt Decrypted File Contents

install.D8-00087 34.wm install.08-0008734.wm
Size: 1504 Flags 00000001
imestamp 09/04/2012 18:21:48 UTC
CRC calculated 4CF2C268 Matches
File 08-0008734.ini Size: 31

Ini: <admin user noradio 9600 8 N 1 N>
File Region1IR.pri Size: 933
File ShortTime.pub Size: 417

act Files

Figure 93. A serial number-specific configuration file.
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Excel File Examples

Converting MBL _
DB.csv to LSDB.txt

Enter information directly into an LSDB.txt file or convert the file type, as described in the
next steps.

Locate the MBL_DB.csv file in the folder: \Documents and Settings\All Users\
Application Data\S&C Electric\LinkStart\Keyfiles, and make a backup of the file. Open this
file with Microsoft Excel. The order and quantity of columns may vary depending on the
version of the LinkStart software used to create this file. See Figure 94.

B3 Microsofl Excel - MBL_DB.CSY ;
B3] ple Ot Yew [wadt Foma Jood  Dats  Windw  Hel Trwe sgustonlor el =

S AT AR 10BN BeRE ws ol
PTmestenfonn =12 | B £ U|E W B %o AR -0 AN
Al - £l Mode
B | | D B | 2 B T e o s | s B | s [ O
[Seral DeviceName DeviceLocation  Configored KeyFiel KeyFde2 HeyFde3 KeyFied KeyFileS ConfgFde WANRad WANRadnEdtor  EdtoT
TRUE [00-0000000 Usaversal Uzzversal access | TRUE comportEs
TRUE [08-9000001 PulseCloser 1 North Side TRUE
TRUE' [08-9000002 PulseCloser 2 South Side TRUE
FALSE |02-9000003 PulseCloser 3 East Side FALSE
FALSE |08-9000004 PulseCloser 4 West Sede FALSE
FALSE FALSE
FALSE FALSE
FALSE FALSE
10} FALSE FALSE "
W o h w\veL o8/ I o
Ready e
SRl

Figure 94. The Microsoft Excel data.

Delete all of the columns except the column containing serial numbers typically
labeled “Serial,” the column containing device names typically labeled “DeviceName,” and
the column containing device locations typically labeled “DeviceLocation.” See Figure 94
on page 75.

To delete a column, move the mouse cursor over the letter of the column to be
deleted and click to select the column. “Column A” in Figure 96 on page 76 shows what
a selected column looks like. Then, right-click on the column letter to open the Options
menu and click on the Delete option. Repeat this process until only the Serial, Device-
Name, and DeviceLocation columns remain. See Figure 95 on page 79.
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Al ~ /& Mode
|| D | E | F

1 [Mode | %] cut yiceName DeviceLocation Configured KeyFilel
2| TRUN 2§ copy versal  Universal access TRUE

3 | TRUI @3 Paste seCloser 1 North Side - TRUE

4| TRUN § . .. Special... seCloser 2 South Side TRUE |

5 | FALS —LseCloser 3 East Side FALSE

6 | FALS st seCloser 4 West Side | FALSE

7 | FaLsl_ Celete | | FALSE |

2 | FALS Clear Contents FALSE

9 | FALS| R Formatcels.. | ' FALSE

10 | FALS| | Columnwidth... | _ | FALSE |
MO MAN - Hide

Ready Unhide

Figure 95. Deleting columns n the Excel program.

Next, select Row 1, the title row, by moving the cursor over the number in the far-left

column of the row and clicking on it. Figure 96 shows a selected row. Right click on that
number to open the Options menu and select the Delete option. See Figure 96.

Home | Insert Page Layo | Formulas Data | Review  View Devel Add-Ins | Pla

ja& Calibri "1 - Z =] E Genent - A st nglﬁ
qj' 1 - &

BJU- AN EEFTEH|S-% % Delete -
- i Styles | Sort & Find &
J | H-|&-A- PEEE| %0 3% ~ [EFormat~ 2~ Filter~ select~
ﬂpnoard Pl Font w!  Alignment w| MNumber F Cells Editing
T |Calibri + 11 < AT AT % - % o ﬂ;tail\iumber o .
BIEOD-A-LH-RRYS |
1 lserial I\lumhanplnpuﬂ Devicelocation
Cut sal Universal
Copy loser_| North Side
Paste Options:  loser_2 South Side
E loser_3 East Side

Paste

Paste Special... loser_4 West Side

Insert
Delete 3 ' T4 il |
Clear Contents Count: 3 ]@ﬂg 100% (‘) {J @ e
| % Format Cells...
— KT
Hide
Unhide

Figure 96. Deleting rows in the Excel program.
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On the Excel menu bar, select the File>Save As... option to open the Save As dialog
box. Browse to the location to save the new database file. The default location is D:\
Documents and Settings\All Users\Application Data\S&C Electric\LinkStart. Enter LSDB.
txt as the file name. Use the Save As pull-down menu to select the Text (Tab delimited)
(*.txt) option and click on the Save button. See Figure 97.

1 | Mic oso!l Excel - MBL_DB.CSY

s Type a question for help = = a
vl
Al 2 -:M 00- 0000000
A | B l c | | B Ve N | e e
1 [00-0000000  lUniversal Universal access

| 2 |08-9000001  PulseCloser 1 North Side :
| 3 |08-9000002  PulseCloser 2 ‘South Side | | | | 35
| 4 /08-9000003  PulseCloser 3 East Side
| 5 |0B-9000004  PulseCloser 4 West Side
—-gﬂ Save As @
S ——_— Savein: [ LinkStert v @ 3@ X [y - Todks~
o 5

My Recent
Documents

€]

Desktop

Flepame: | LSDB.M

10 1| |
i

My Network
Places | Saveastype: |Tm{?abdeimed}(‘m}

T& ct lst '.'J"mm-dl (*.bxct)

s}
Microsoft Excel 9? Excel 2003 &5.0.!‘% Workbook (*.. :ds)
CSV (Comma detimited) (*.csv) s

Figure 97. The Save As dialog box.

Click on the Yes button to close Excel. See Figure 98.

LSDB.txt may contain features that are not compatible with Text (Tab delimited). Do you want to keep the workbook in this format?

Q) » To keep this format, which leaves out any incompatible features, click Yes.
« To preserve the features, cick No. Then save a copy in the latest Excel format.
 To see what might be lost, click Help.

Laes J (v ] (beo |

Figure 98. The Microsoft Excel Save As dialog box.
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Figure 99 is an example of a converted database.

[ File Edit Format View Help

00-0000000 univooo universal access "
08-9000001 Pulsecloser_1 North side
08-9000002 pPulsecloser_2 south side
08-9000003 pPulsecloser_3 East side
08-9000004 Pulsecloser_4 west side

Figure 99. The converted database list.
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Entering a New A new LSDB.TXT file can easily be created in Excel.

LSDB.txt File Starting from a new Excel Workbook, enter the fields by hand, save it as the file
LSDBe.xls (different name, in this example, to prevent overwriting the “real” LSDB.TXT

file). See Figure 100.

1] Microsoft Excel - LSDBe.xls gea
) e fdk Mew [nsert formet JYooks Dats  Window Melp Tyoeacuettionforhelp = o @ X
iNcEE I : 9 .0 e - @ BiB | O ;i
X P L AR l
— [+ o 1 € B 2 s
1 08-0001023 GFPCS4928 Langcon Farm Road Seuth e
2 030001025 GFPC5447C Duck Creek Road West at Hunter Rd |
3 080001478 GFPCSS024 West End Ralway Ave |
< — |
5] |
I} i
B8 |
21 |
X |
10
nj |
12] !
13 |
15
16
7] L
18
19
. v,
W o4 » w\Sheetl [ Sheet2 [ Sheetd / 1<l (21l

Figure 100. The new Excel file.

Then, click on the Save As button using the same file name, but chose the “Save as”
type to be a Text Tab Delimited (*.txt) file. See Figure 101.

Save As aa
Save in: l\ju\iswt E]‘.;g 2Q X - Todls -
|| E) Keytist.tat
£ LSOB20030818055630.0
MyRecent | [3) LSOB20090818154304.txt
Doauents {16 | 5pB.te
. | LsoBe.txt
@ () Maztarkey. o
Desktop | |[2) wisOB.tx
|Z) xLsoB.xt
My Documents
My Computer
e L S ) [ —rr—
y .
Places | S 36 HPR: [Text (Tab celited) (*.1xt) v/ [ coxs |

Figure 101. The new file name.
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Excel then warns it will only save one sheet—the active sheet. Click on the OK button.
See Figure 102.

‘Microsoft Excel E— -

—

The selected file type does not support workbooks that contain multiple sheets.

! «To save only the active sheet, cick OK.
»To save ol sheets, save them indvidualy using a different file name for each, or choose a fie type that supports multiple sheets.

Figure 102. The Excel warning dialog box.

Excel then warns of possible loss of features. Click on the Yes button. See Figure 103.

‘Microsoft Excel” - x|

LSDEe. txt may contain features that are not compatible with Text (Tab deimited). Do you want to keep the wackbook i this format?
-

)+ Tokee this format, which leaves out any ncompatble features, dick Yes,
«To preserve the features, cick No. Then save a copy i the latest Excel format.
» To see what might be lost, dick Heb.

o e =)

Figure 103. The Excel file save warning dialog box.

Excel then changes the file name of the Workbook to LSDBe.txt. See Figure 104.

{=] Microsoft Excel - LSDBe.txt — — aea
i:‘:i] L= Edt \pew Insert fgrmst Tools Deta Window Melp Trocacuemenforhelp . @ X
|é_'| SHEAISEIV R A DB K9-8 F 8] K] Mg ceen - @Bin | .

PO D A o |t By @) | v Reoly with Chances.., Eod Review

] - 2
A B ] G I=pr ] E T | G | vy M = e

1 08-0001023 GFPCE492A Langcon Farm Road Sowth
| 2 (050001025 GFPC5497C Duck Creek Road West 31 Hurter Rd

3 080001478 GFPC55024 West End Ratway Avw
[ —

5
e

T

5.

91

10

l<| , 21

Figure 104. The new Excel file.

Excel then asks about saving changes. Click on the No button. See Figure 105.

e

‘Microsoft Excel

!5 Do you want to save the changes you made to 'LSDBe. txt'?

E:}'.eslu"]lw]

Figure 105. The Excel save changes dialog box.
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Checking File with

To demonstrate what has been created, open the file with a binary viewer. See Figures 106

a Binary Viewer and 107.
[“open Fite O]
Lookin: [y Linksten v @-@|a X = @~ ooz~
|| mame ~ Size | Type Date Mbqr.'u'_{:_'.
@ || " 00-0000000.ini L KB Configuration Settings  &/18/2009 3:
Decktop || ¥ OBEditine 1KB Cenfigurstion Setiings 8/28/2008 2|
| (@ install 00-0000000.wm 2K windons Medio Audi.  8/38/2008 3
o [3] Keylist.tat L KB Text Document 8/18/2009 2|
) | () LsoB20090818055630. 02 5 KB Text Document 8/17/2009 1|0
My Projects || [f] LSOB20090818154304.00¢ 1 KB Text Document 8/18/2009 3i
|| B Lsoeat 1B Toxt Cocument 8/18/2009 3
F [ [soeana] LKE Tex: Dacument 8/19/2003 6
|| B)Lsneens 14 KB Microzoft Excel Wor...  8/18/2009 6|
My Computer || (of magres[R.pri 1 KB 2RI file 8/18/200902
A MaszerIR.pub L KB Micreseft Office Publ... 8/18/2009 2
[ Mazerkey.txt 1KB Text Document 8/18/2009 2
|| & mostertrori LKE PRI File 8/18/20092
|| E)nastent.out { KB Microseft Office Publ.. 8/18/2009 2[v/
| £3) 1 | >
L il
| File nama: | vl
i l vl (_osen 1
| Féaz of tyoes |2l riles (%) v [_cancal l@
Figure 106. The Open File dialog box.
Open With - LSDBe.txt @a
Choose the program you want to use to open this file:
Source Code (Text) Editor (Default) [ Add... ]
Source Cede (Text) Editor With Enceding
XML Editor ] Ramoos
XML Editor with Encoding bl
HTML Editor [—]
HTML Editor with Encoding Set as Default
Notepad (Microsoft® Windows® Operating System)
BinaevEditor. —— oo
Resource Editor
I OK ] [ Cancel

Figure 107. The Open With dialog box.
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Figure 108 is the hexadecimal display of the file contents, which include the corre-
sponding character glyphs on the right.

[5 Solution1 - Microsoft Visual Studio CoE|

File Edit View Debug Tools Window Community Help
HEYRMEERA A = W= N e SN

.l,

00000000 028-0001023.GFFCS
00000010 492A . Longdon Far
00000020 n Road South..08
00000030 -000102S . GFFCS49
00000040 7C.Duck Creek Ro
00000050 ad Vest at Hunte
00000060 r Rd..08-0001478
00000070 .GFPCSS02A.West

00000080 End Railway Ave.
00000090 .

| Ready Off 0x00000000 Len 0x00000000 ws

Figure 108. The hexadecimal display of file contents.

Here are the invisible (non-printing ASCII) characters in the file: the 09 in the 11th
character position of the first row; the 09 in the fifth character position of the second row;
the OD and OA in the 13th and 14th character positions of the third row. ASCII 09 is the
“tab” character. ASCII 0D and 0A are the “carriage return” and the “line feed” characters.
These carryovers from the old Teletype electromechanical printers are used as delimiters
between fields (tabs) and end-of-line or record separators (carriage return and line feed,
often referred to as a “new line” pair.

This format, achieved either through using Excel as described above or through using
the Security Key Manager program, is compatible with the LinkStart program and the
Security Key Manager program.

The same format with a space character instead of the tab character is also compat-
ible with the LinkStart program. The Security Key Manager program can read such a file,
but when saving it would write it with the tab characters.

There is no particular limitation to the number of records that LinkStart can
work with.
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Opening an existing text file is also simple. Figure 109 shows a file with spaces used
instead of tab characters.

“Text Import Wizard - Step 1 of 3 2|

The Text Vizard has determined that your data is Fixed Width.
If this is corract, choose Next, or chooss the data type that best descrbes your data.

Original data type
Choose the fie type that best desorbes your data:
O Delmited - Characters such as commas or tabs separate each field,

(® Fixedwidth - Fields are aligned in columns with spaces between each fidd.

Startimportaton: 1 20 Flegrgin: | 437:OEM Urited Stotes vl

Preview of fle C:\Documents and Settings\All Users\Application Data\S&C ... \LSOBD. txt.

|1 08-0001023 GFPC5492A Langden Farm Read Scuth :

|2 08-0001025 GFPC5497C Duck Creck Road HWest ac Hunter Rd L=

|3 08=-0001478 GFPCS602A West End Railway Ave

4 )

= v
v (D) (e )

Figure 109. The Text Import Wizard dialog box.

Excel places rather arbitrary dividers, but these are easily changed. See Figure 110.

“Text Import Wizard - Step20f3 %

This screen lets you set field widths (column breaks).

Lines with arrows signify a column break.
To CREATE a break line, dick at the desired position.
To DELETE a break line, double cick on the line,
To MOVE a break Ine, click and drag it.

Data preview
e I e A e SR e U N B
P8~-0001023 GFPC5492A| Langdeon Farm Raaﬁ Scuth 28]
DE-0001025 GFPC5497C] Duck Creek Road Hest at Hunter Rd =
PE-0001478] GFPC5502R] Wess Znd Railway] Ave

()

[Lconcel J[ <ok |l etz J( Ensh |

Figure 110. The Text Import Wizard dialog box.
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In Figure 111, the extra dividers have been removed by double-clicking on them.

“Text Import Wizard - Step 2 of 3 g

This screen lets you set field widths (column breaks).

Lines with armows signify a column break.
To CREATE a break ine, dick at the desred positon.
To DELETE a break ine, double dick on the Ine,
To MONE a break line, cick and dragit.

Data preview
Fracecim ot W Rt ot SRR D I G M I e (Y
ES -
|

08-0001023 GFPCE492) Langden Farm Read South 2_
28=-0001025] GFFC5437( Duck Creek Road Heat at Hunter Rd =]
P8-000147E| GEPCS502ZA] Weaz Ind Railway Ave

v

[ cace || <Bac ]E Liext > I gnsn |

Figure 111. Double-clicking on the extra dividers to remove them.

When the final screen appears, click on the Finish button. See Figure 112.

‘Text Import Wizard - Step 3 of 3 |
Thi screen lets you selact each column and set Column data format
the Data Format. () Generdl

"General converts numeric volies to rumbers, date O Text
values to dates, and al remaining values to text. Opate: |MOY 3

O Do nat import cokumn (skp)
Data preview
onoval |
Langdon Farm Read Secuch f_:
% Creek Road West at Hunter Rd =
Znd Railway Ave
¥
LA (]
[Lconce J[ <ok ] ren

Figure 112. The last step in the Text Import Wizard dialog box.
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And the text will be properly imported. See Figure 113.

35| Microsoft Excel - LSDBb.txt S[@[%]
@_] Eile Edit View Insert Format Tools DPata Window Help =l EP

NG HROERIV RS DR S0 8 = -Hme BisE

FQ ) 20 D KL S | (2 By ) ) Yo Reply with Changes..._End Review... E
i - ——rry — it - = %
D4 h b23

A | B 1 c v [
08-0001023 GFPC5492A Langden Farm Road South
08-0001025 GFPC5497C Duck Creek Road West at Hunter Rd =
08-0001478 GFPC5502A West End Railway Ave

3
2
3
4
5
6
7
8

1 4 » »\LSDBb/ 1< i f’l.l[i

Ready NUM

Figure 113. The new import in the Excel program.

This could alternatively have been done by interpreting the input as being space
delimited to separate fields one and two and two and three, and removing all the other

dividers.
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Frequently Asked Questions

What are the system requirements?

e A portable personal computer with Windows 10, an Intel® Core™ i7 Processor with
8 GB of RAM (recommended) or a dual-core processor with 4 GB RAM (minimum), a
wireless card (onboard or USB), an Internet browser, and access to sandc.com

e Administrative privileges

e  Microsoft.Net Framework Version 4.8 (To verify whether it has been installed on a
computer, open CA\Windows\Microsoft. Net\Framework with Windows Explorer. If v4.8
has not been installed, download it from this link: microsoft.com/net. If the installer
does not detect the correct version of .Net, it will not install IntelliLink6 software.)

e Windows PowerShell 5.0 is set for an execution policy of AllSigned (Execution
policies of RemoteSigned and Unrestricted will also work. Policy selection should
be based on IT department security policy. The AllSigned execution policy will result
in the appearance of a dialog after a firmware upgrade has begun. To perform the
firmware upgrade, the Run once or Always run button must be selected. Selection
should be based on the IT department security policy. Windows PowerShell comes
installed by default in every Windows operating system.)

Can I install more than one key in an IntelliRupter fault interrupter?

No. This implementation is for the master encryption key only and allows only one
key in each IntelliRupter fault interrupter.

Can I replace a communication module that has master security keys installed in
its Wi-Fi module with a new communication module?

Yes. The security configuration is also stored in the base memory module. When a new
communication module is plugged in to an IntelliRupter fault interrupter, the Wi-Fi module
reads the security information in the base memory module and resets itself to match the
local security configuration. For the laptop to connect, it must have the correct keys that
match the IntelliRupter fault interrupter security configuration.

Can I configure Wi-Fi security with a docking station?

Yes. There is a check box in the Wi-Fi Configuration and Setup dialog box for the Wi-Fi
module to overwrite the base memory module configuration on next power-up. Select that
check box, and click on the Apply button.

Can I re-create my key files if I lose them?

No. Even if using the same name each time the key files are generated, the Wi-Fi key
program generates a new encryption.

If I lose my key files, is there a back door to unlock the Wi-Fi connection?

No. If the keys have been lost, return the communication module to S&C to have
factory default restored.
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